
ud~n1~nd:w~'Llu~titi'U~n1d~'lln1~ 
q ' 

b~B.;i tifou1t1bb'G't~bbti1u5u&l'ltimd-rn~1fl11:w~tifl.;Ju'G'IB~.flt1~1ti~1d~tib'Vl~ 
m:w~'Llu?ltitiu~md~'llm~ ~-~- tvctti~ 

' q 

ii I I I 
Q.J Q.J.:::., i.I ii I Q.J ~ .::::ll. ..::.J 11 Q.I .<:::I. 

~d~d1'1lutlJt1J~~:wfidB.;J'llmJ'G't~1tilJflfl'G't ~-~- lvc:t'o:>lv J1:W'Vl.;Jnt]Vl:W1t1Bti 1 'Vlbnt11'1lB.;inun1dm1 

'llB.;J n d:w~'Llu~titiu~ n 1d~'ll n1~ .1 ti n1 db lltiviil1 t1.;i1ti~mfl d .;i~~1.;i~ti ~1 ti~1flru'Vl1.;i~1 d~ti b 'Vl ~ 
'\ q, &lo QJ 

(Cll: Critical Information Infrastructure) bb'G't~n1dblltiVlil1t1.;J1tiVl~n1tin1Jf\1'Ufl:W fl1fl'U :W1~d~1ti 
' "" 

~mti~tl1'U1'G't ~1ti~ ~ ~1tin1d~n'l'f1f\11:W~tifl.;JU'G'IB~.flt1161lb'UB{ ~1bllti~m:Wm1:w~tifl.;JU'G'IB~.flt1161lb'UB{ 
1 tid~~'U~.;) b ~Brl:Wf\JmUd~'ll1'1ltiVl~BUd~ bcJ'lltl~~1flru'llB.;JUWb 'Vl~ tTti 

~ ' v 

b~B1Vln1d'U~Vl1d~~n1dd~'U'Uf\11:W~tifl.;JU'G'IB~.fltl~1ti~1d~tib'Vl~ ~B~fl~B.;Jfl'LJ'U'Vl'U1'Vl 
Vltl1~fl11:W~'U ~ ~'llB'U 1 tin1JU~'U bu~ t1tivi1J1 tl.;J1tifi1fl~Jib llti~Ji'U1'G't~~Vi'm~ ~u m:w (Department Chief 

Information Officer) B ci1.;i:iJud~?l'Vl6D1~ :iJf111:w~tifl.;JU'G'IB~J1 ti :Wm1m zjBi1B 1~bb'G't~ 1 Vfu~md1~B ci1.;i 

191Bb~m mmdt1Umflti.flt1flnf\1:w161lbuB{ ~m-o;inB1Vfbn~fl11:wb~t1vi1t1bbnm:w~'Llu~titiu~md~'llD1~bb'G't~ 
' q q 

viil1 t1.;i1ti1 ti61.;i fl~ ~.;iud~n1~ti 1t1u1 t1 bb'G't~ bb ti1u5u~1 tin1d~n~1 f!11:w~tifl.;JU'G'IB~.flt1 ~1ti~1d~ti b 'Vl~ 
1Vf~B~fl~B.;i~1:wud~m~f!ru~md:wmdn1flu~bb'G't~1}.Jm'1:w~tifl.;JU'G'IB~.flt1161lbUB{ b~B.;i Ud~:w1'G'tbbU'd'Vl1.;iui]u~ 
bb'G't~ndB'U:lJ1~d~1ti~1ti n1d~n~1f\11:W~tifl.;JU'G't B ~.fl t1161l b UB{ ~1Vl~'UVJ1J1 tl.;J1ti'llB.;J~~ bb'G't ~vi1J1 tl.;J1ti 

"" "" 
1f!d.;i~{1.;i~ti~1ti~1f!ru'V!1.;i~1d~tib'Vl~ ~-~- lvctti<S'. Ud~m~ ru 1ti~ tv ?l.;ivi1fl:w ~-~- lvctti<S'. 

"" v 

m~t1rl1ti1-o;i~1im11:w1 tim~d1 mtv bb '\A.;i~d~d161luqi~~d~ bu t1uu~vi1dd1'1lmdbb~ti~ti 

~-~- tvc:tm<S'. bb'G't~~bbm'llb~:wb~:w B5u~m:w~'Llu~titiu~md~'llm~ ~.;iud~m~~.;i\91B1ud 
q ' 

oifo (9) Ud~m~d b~t1n11 "ud~m~nd:w~'Llu~titiU~md~'llD1~ b~B.;i tilt1'U1t1bb'G't~ 
' q 

bb ti1ufiu~1 timd~n~1f111:w~tifl.;JU'G'IB~.flt1~1ti~1d~tib 'Vl~ m:w~'Llu~titi'U~md~'llm~ ~-~- tvctti~" d.J q q 

oifo lv t1m~n ud~m~m:w~'Llu~titiU~md~'llm~ b~B.;i tilt1u1mb'G't~bbti1unu~1timd~n~1 
q q d.J 

fl11:w~tifl.;JU'G'IB~.flt1~1timd~tib'Vl~ ~-~- lvctti<S'. Ud~m~ ru 1ti~ (9)~ i'lt1ti1t1ti ~-~- lvctti<S'. 
q 

oif B m ti 1t1rnmb'G't~ bbti1ui]u~1 timd~n~1fl11:w~tifl.;JU'G'IB~.flt1~1ti~1d~tib 'Vl~ m:w~'Llum~ti 
u~md~'llD1~ ~-~- lvctti~ :IJ1~t!Ud~~.;ir] ~.;i\91B1ud 

q q 

C9l) b ~B 1 Vf bfl~f111:W b zjB~tibb'G't~:iJ f\11:W~tif\.;)U'G'IB~.n tl~1ti~1d~tib 'Vl~'lJB.;J m:w~'Llum.m 
q 

tv) b ~B br.J t1 bb ~~u d~ n1~ti 1t1u1 t1 bb'G't ~ bb ti1ui]u~1Vfb~1vitf1~vi nd~ ~u1 ti61.;i fl~ 
m:w~'t1U~titi'U~n1d~'llfi1~ bb'G't~~ b~ t11oLJB.;J~.;JVl:W~ 1~~'U'Vld1'U boif 1(\°.;i boLJ11'0J bb'G't~~BU nu~ ~1:Wti 1t1u1 ti 

'I 'I q,J d..J 

bb'G't~ bb ti1Ui) U~ B ci1.;i bfl~.;J fl~~ 

) 
.,J 0 

m b~Bn1Vlti~ ... 



- Iv -

m) b ~ B n 1Vl'LI~bb'LI1 tin u~ bb {;'! ~ 16 tin u~1Vf~'U~Vl1 'a ~Hf.:) 1 'U ~ mb {;'I 'a~ 'U 'U 
d.J d.J 'U 'U 'U 'U 

bb{;'l ~~fl fl{;'! fl 1 CJ'U B fl~otl1 CJt15u~.:J1'U l Vlfl 'aiJ?f°11'U?f~'U'U~fl1 'a~6ll fl1'W \91 'a~VloJ' fl fi.:i fl11il~1 flf1j6ll B.:J fl1'a'fo~1 
m 1iiii''W fl.:J ti{;'! B ~ .n CJ ~1'W ?11 'a?f'W b vi fl16lJB.:J mii?1°11u ?f 'W'W u ~ fl1'a?f6ll fl 1 'W 1~ CJ "il ~ ~ B .:i~ fl1 'a'Yl U'Yl1'W'W1CJ u 1 CJD{;'!~ 

' ' 
(9) fl~.:i vi~m~Bilm'ab ti~ CJ'Ubb tl(;'l.:JB~1.:i~°11CJ~1fl'f1J 

oLJB cs'. 'LI 1CJ'U1CJbb(;'l~bb'U1t15u~1 'Wfl1'a-rfl~1fl11ilif 'Wfl.:Jtl(;'IB~.f1 CJ~1'U?f1'a?f'Ub 'Ylfll mi1?1°11'U?f~'U 
u~m'a?f6llm'W 'W.fll. !verb~ ~m'an1vi'U~tl'a~b~'U~1fl'ru~.:il91B1t1-d ' ., 

Backup) 

®) mwif1fi.:i bb{;'l~fl1'\Jflilfl1'al otl.:J1'W?f1'a?l'Wb'Ylf!l (Access Control) 
' 

Iv) fl1'a-rfl~1fl11iJtl{;'IB~.0CJ~1'WoLJBilmb{;'l~~1'aB.:JoLJBil{;'l (Database Security and 
"" 'U 'U 

m) fl1'a\9l'a1"il?IB'Ubb{;'l~tl'a~bii'Wfl11ilb~CJ.:J~1'W?l1'a?f'Ub'Ylfll (Risk Management) 

cs'.) fl1'a-rfl~1fl11iJtl{;'IB~.f1CJ~1'Ufl1CJf\1'W ?fm'W~ bb{;'l~?ffl1'Wbb1~~Bil 
' 

er) fl1'a~1 b 'Ll'U fl1'a\91B'U?f'UB.:J 191B b Vl\91 fl1'atU~1'U fl11i!JJ'U fl.:J'Yl1.:J~1'U?f 1'a?f'U b 'Yl fl1 
' 

b) fl1'a?f~1.:Jfl11il\9l'a~Vl°l1 flb~B.:J fl1'a-r fl~1fl11ilif 'Wfl.:Jtl(;'l B~.f1CJ6lJB.:J'a~'U'Ub'Ylfl1 'W fa~ 

ITTJ) viii'1~bb{;'l~fl11ii-ru~~61mu 
~) fl1'a'U~Vl1'a~ ~fl1'afl1'a l otl'U~fl1'a"il1flVlLi1 CJ.:J1'Uf\1 CJ'UB fl~1'U?f1'a?f'Ub 'Ylfll 

oLJB er ~eJ1'U1CJfl1'afl~ilb'Ylfl1'Wfa~?l1'a?f'Ub'Ylfll ~1°11fl.:J1'Ub{;'l6ll1'Ufl1'afl'ail ~B.:J'a1CJ.:J1'U 
'U ' ' 

191 B ~ 'U ~Vl1'a b 'Yl fl 1'Wfo~?f1 'a?f 'Ub 'Yl f!l'a~ ~'U fl 'ail b ~ Bi.:i fl1 'a bb{;'l ~ \91 'a1 "il ?f B'U fl 'aru 'a~ 'U'U fl Bil~1 b\91 B ~Vl~ B 
'U 

.if B ii{;'! ?f 1 'a?f 'Ub 'Yl fl16ll B.:) mii ?1°11'U?f'U'U'U~fl1'a?f6ll fl 1 'W b il ~ m 1m?l CJ Vl1 CJ Vl~B B'U \91'a1CJ1~ '1 bb n B.:) fl mvi ~ B 
'll 'I 'I I 

~vi~.:i0~ B'Ub ~mm"il1flf111i1'1.Jfl'W~B.:i {;'l~b{;'ICJ vi~B~1tl'Um'at15u~mii'W 1CJu1mb{;'l~bb 'U1t15u~ 1~ CJ'U 1CJu1CJ 

uuu-d n1Vl'U~ 1 Vl~'U~Vl1'a'a~~'U?f .:J6lJB.:JVlLi1 CJ.:J1'U b U'U~-ru ~~6llB'U 191 B fl11il b~CJ.:J fl11il b?i CJVl1 CJ Vl~BB'U\9l'a1 CJ 
d ~ ~ 
'Ylbfl~6ll'U 

'U 'U 'U 

oLJB b 'LI 1CJ'U1CJbb(;'l~bb'W1t15u~1 'Wfl1'a-rfl~1fl11ilif 'Wfl.:Jtl(;'IB~.f1 CJ~1'U?f1'a?f'Wb 'Ylfll mi1?1°11'U?f~'U 
u~m'a?f6llfl1'W 'W.fll. ivert>~ bll'W1tlt9l1i1bb'WuY11CJtl'a~mfll 

' 

{Vvvl;--~~,~ 
('U11:1mirJ'1V.Jtl tl1mn~) 

A d ~ ~ 

~Tiu~n~~~uu~~uu~n1~~~fi1w 



m:wu';i~fl1131m:w6'ft!'l.J6'f'Ll'Ll'l.J~fl1';j6'f'1J.fl1'1"l b~e:M 'Ll 1tJ'l.J1tJ1 'Ufl1';if m~1fl11:w~'Llfl'1UG1 el ~.n tJ;1'Ll 
' ' 

6'f1';j6'f'Llb '1/1131 'llel'1m:w6'ft!'l.J6'f'Ll'Ll'l.J~fl1';j6'f'1J.fl1'1"l m~'Vl';i1'16'f1u1';iru6'f'll n1'Vl'Ll~ 1 v7:Wmd'<il~v'i1bb 'U1u fiu&l1 'Wm';i 
'l 'I 'I d..J 

f fl ~1 fl d 1 :w d 'U fl '1 u G1 el~ if tJ ; 1'U6'f 1';i6'f 'U b 'VI 131 'lJ el '1 fl d :w 6'f 11' 'lJ 6'f 'U 'U 'lJ ~fl 1';i6'f 'lJ .fl 1 'l"l b .;f el 1; d ~ 'lJ 'lJ b 'VI fl 1'Ll1 G1 ~ 
' ' 

6'f 1';i6'f 'Llb 'V1131'llel'1 m:w?ft!'l.J?f'Ll 'Ll'l.J~ fl1';j6'f'lJ.fl1'1"l bu 'Ll 1uel~1'1 b 'Vlm~?f:w :Wud~?l'Vl5 m'l"l i1 fl11:w~ 'Llfl'lu G1el~Jf tJ 
' ' bbG1~6'f1:lJ1';ifl~1b 'Ll'Ll'11'U 1;el~1'1 ~e:Jb ~el'l ';i1:W~'1J'el'1fi''LlDqj'Vl1Vi°el T'illil~ bfl~~'Ulil1fl fl1';i1 ;'11'UW'l.J'l.Jb 'Vlfl 1 'Ll fa~ 

6'f1';i6'f'Ub'Vl1311 mrfl~ru~Vi'1~~ fl;eJ'l bbG1~1il1 fl fl1';j~ fl fl flf\1:Wlil1fl.il tJ ~1'1 '1 zj'1e:J11ilnel 1 v7bn~fl11:W b~ tJ'Vl1tJ ~elm:W ,, 
6'ftl'l.J6'f'U'U'l.J~fl1';j6'f'1J.fl1'1"lii''Ll . 

' ' 
m:w?ftJ'l.J?f'Ll'Ll'l.J~md?f'llm'l"l ~ '1rl1'Vl'Ll~ bb 'Ll1u f1u&l1 'Llfl1';i1;';j~'l.J'l.J6'f1';i6'f'Ub'VI1311 v7:W m1:w~'Llfl'1 

' ' ':..J 

uG1el~ntJ \91'1.Q ,, 
'llel @) r\'1-Wm:w 

"'Vli.i'HHl1'U" 'Vl:w1 tJi1 '1 m:wm.T'l.J?f'Ll 'Ll'l.J~ fl1';i6'f '11.fl 1'\"l ';i1:wfi 'l'Vl~ 1tJ'11'Ll.fl1tJ1 'Ll'vf el tJ . .n1tJ1;61 'lfi' ~'llel~m:w 
' ' 'lJ 

6'fi!'l.J6'f'U'U'l.J~fl1';j6'f'1J.fl1'1"l 
' ' 

"m.zl-:i1'U" 'VlmtJfi'l ;1';i1'1Jfl1';j G1fl~1'1 bbG1~'1"li!fl'11'U';i1'1lfl1';i ~~bbG'i';i~'l.J'l.J ~'l.J~Vl1';ie:J'1~fl';j ~f'l.J'l.J~fl1';j vi1el~~ 
cu 'U 'U 'U 'U 'U 'U 

1;f'l.Jel'Llru11'11 v71 ;bf\~el'lfl €l:W'\'l1 b\91€l~bbG'i~';i~'l.J'l.J bfl1€l~ 1tJ'lJ€l'1Vl~1 tJ.:JTW ' ~ 
"~'U~vn-a" V1:w1tJfi'1 ~:We:l1'Ll1lil 1 'Llm';iu'1rl''Uuru'll11 'Ll'Vl~1tJ'11'U 1;bbn ~e:l1'U1tJm';i~1i!fl/flel'1/l3l'Ll~ bU'Ll;'Ll cu 'U v 'U 'U 

' 
"~'U~'Vl111~~'Uli'l.:Jli'f~" 'VlmtJfi'l elTI'l.J~ 'llel'1'Vl'Ll1tJ'11'Ll 

'lJ 'lJ ' 

"~'U~'Vi11b'Vlfib'Llb~~li'l111i'f'Ub'VIA1~~'Ufl13.I" (Department Chief Information Officer: DCIO) 'VlmtJfi'l ';iel'lelTI'l.J~ 
'lJ 

'Vl1mrzj..:i 1~f'l.J:wel'l.JVlmtJ 1 '1Xf'l.J~~'llel'l.J'11'U~1'Ub 'Vlf\ 1 'Ll fa~6'f1';i6'f'Ub'Vll3l'1Jel'1m.h tJ'11'U 
'lJ 

"~ ~ bb~ i~'U'U" (System Administrator) Vl:W1 tJ fi '1 ~Vi'1;f 'l.J :w el'l.JVl:W 1tJlil1fliX1Vl,;1 
'lJ 'II 'lJ 

'Vl~1tJ'11'Ll1 v7:WVJ,;1Vi°f u~ ~'llel'l.J~ bbG1f fl~1Vl1el'<il ~ fl1';j';j~'l.J'l.J flel:w'l'l1 bl'lel~ bbG'i~';i~'l.J'l.J bfl1el~1tJ 1~11~1'UV!~'1~1'Ll 1~ 
'lJ 

"b..ij1"llewlie:i3J~" VlmtJfi'l ~1;frnrnue:l1'U11illil1fl'IX1Vl,;1V1~1 tJ'11'Ll1v7fo~~'llel'l.J;el:WG1'1Jel'1 
'II 'lJ 'lJ 

';j~'l.J'l.J'11'Ll 1~ m~1'1Jel'1;eldJG1 b U'Ll~f'l.J~ ~'llel'l.J~elJJmY'Ll '1 Vl1el 1;-rrnrnm~'Vl'l.J 1~tJ l'l';i'1Vl1f)~elJJm Vl~1~'Ll 
bfl~6'fillVl1tJ 

ClJ V I I I I V 

"~'Vlfi"lle:i-:im.U-:i1'U,, 0v'lmtJi1 '1 ?l'Vl5vl11 u ?l'Vl5"i1°1 b '1"l1~ bbG'i ~?l'Vl5B 'U1~vhf1 tJ1'1Jm n'l.J';i~'l.J'l.J?!1';i?!'Wb 'Vl\3\'1Jel'1 
'II 

vi~1tJ'11'U 1~tJvi~1 tJ'1i'Wlil~bu'W~V11i11';iru1?l'Vl51'Wm';i1 ;?i'U'VJf'!'j~ 
'lJ 

"~'U'Vl-r'VHJ" Vl:W1tJfi'1 ;el:WG'i ';i~'l.J'l.J;el:WG'i ';i~'l.J'l.Jbfl1el~1tJ bbG1~'Vlf'l"l~?J'U;1'Ub'Vlfl1'Llfa~ 6'f1';i6'f'UbVl\3\bbG1~ 
'lJ 'lJ 

"" "" fl1';j6'fel6'f1';i '1Jel'1Vl'U1 tJ'11'Uflelf.l';iel'1 

"i~'U'U b\Ol~e:i"li1 ~" Vl:lJ1tJfi'1 ';j~'l.J'l.JVi°6'f1:J.J1';it11"1l1 'U fl1';i&l ~~ el~el6'f1';i"Vl~elfl1';if 'l.J ~'1;el:WG1 bbG'i~ 6'f1';i6'f'U b 'VI 131 
'lJ 

';i~Vll1'1';i~1J'l.Jb'Vlfl1'Llfa~6'f1';i6'f'Ub'Vl131~1'1 '1 '1Jel'1Vl~1tJ'11'Ll1;1;bbrl ';i~'l.J'l.Jbf\~el~1tJbb'l.J'l.J:i16'f1tJ (LAN) bbG'i~ 
';i~'\J'l.Jbfl~el~1mb '\JU 1 ;6'f1tJ (Wireless LAN) 

"n1iboiJ1~.:J'Vi~el\011'U\013Jn1ib.zl.:i1'Uli'f111i'l'Ub'VIA" VlmtJfi'l fl1';iel'Will1\9l fl1';if1°1Vl'U~?i'VITI Vl~el fl1';i:Wel'l.Je:l1'W11il 1v7 
' ' ~ 

~1;'11'Llb; 1fi '1 Vl~el1;'11'Llbfl~el~1tJVl~m~'l.J'l.J6'f1';i6'f'Wb'Vll3I ~'1'Vl1'1B b~ flVl';iel'W fl~ 'Vl1'1 ~~ ir mbG1~Vl1'1mtJ.n1'V'll'l1:w 
'lJ 

Vl~1Vi'~1;-r'l.J:Wel'l.JVl:lJ1tJ 
"\01113.l~'U\01.:Jtl~e:i~.fl~~1'Uli'l111i'f'Ub'VIA" Vl:l.J1tJfi'1 fl1';i51';i'11lzj'1fl11:Wi;r'l.J f\11:Wflfl;el'1 f\d'l.J;1'W bbG'i~ 

'lJ 

?fm'l"l'l"l;el:w 1;'11'W'llel'16'f1';i6'f'Wb vi\31 ';i13J~'1flru6'!3Ju&l~'W 1;bbn f\11:w~fl;el'1bb~lil~'1 fl11:wf'l.J~~ mdv71:wu5b6'fu 
' ' ' OJ ~ ~ ~ 

f\11:\Jd'l.J~ ~ bbG1~fl11:W'W1 b 'llel flel'1Jel'16'f1';i6'f'Wb '1/1131 '1Jel'1Vl'Wd tJ'11'W 



"b 'Vl\9lflTHU~1'Wl°l111l~'Wl°l..:!Ui;re:i\91.fi'a" vtmt.1~-:i mru~':i~'Ufl1':ibtl\91 bvt\?1 fl1':iru G'l.fl1V'l'1leM'U~fl1':ivt~eibfl~ei~1t.1 . ' ' 
~ bbG'l~-:i1 ~b ~'Wfl11&.i b ll'W1 LJ1~~"i)~ bn~n1':i~1i'.l'W'W 1t.1'1.J1t.1~1'Wfl11&.i~'Wfl-:i ur;:iei~il. t.1Vl~ei&.i11?1 ':in1':itl ei-:i n'W~ 
~ll b'Vlm Vl~fl b Vl\?1fl1':irueJ'W1~ m "iJTI~rJ1 bM molim n'\J 1°111&.l~'W fl-:) Ur;=t ei~il. tJ 
"i;t~1'Wn11ru~~'Wfl1111~'Wfl..:i~i;ie:i\9l.navi'h.iw..:iu1~fil..:ifi''Vl~e:ihie:i1~fl1 \91~ \9l "vt&.i1 t.ifi-:i G'lm'Wm':iru; 1'W 

m1mY'Wfl-:Jur;:iei~.f1t.1vl1~ v:i-:iu':i~G'l-:i~ 'VI~ ei1~ ei1"ilm~fi ~ (Unwanted or Unexpected) ~ -:iei1"ilvl11; 

':i~'\J'\J'llei-:iei-:i~ mti fl'U m nvt~ei b"i!&.i ~ bbr;=t~m1&.i~'Wfl-:i'\.Jr;:iei~.f1t.111 n fl nfl1&.i 
'U q q 'U q 



1l'lf:ltl':i~'6'1-!lfl 
' 

b ~f) 1 Vl'Uflm mm:u?l'Ll'U?l'W'U'U~fl1';j6'f•1J.fl1'\"J bb6'l~'Uflfl6'lfl1 tJ'Uf)fl 1 vrnfl11:U~ fld1:Ub ·ih h bb6'l~6'l1ln':itl 
'i 'l 'I q 'U 

LJflu&tm:u bb'W1'Vl1-:iLJflu&11'Wfl1':iboff1fi-:i bb6'l~ m'U ~:Ufl1':i 1 i-:i1'U?l1':i6'l'W b 'Vlf'l (Access Control) bb6'l~fl1':i 1 i '11'W 

\911:U.fl1':ifl"ilb~e:Jfl1'U~:Ufl1':iboff1fi-:i6'l1':i?f'Wb'Vlf'1 (Business Requirements For Access Control) 'l"J~e:i:u~-:i 
\9\':i~Vl'Ll flfi-:ifl11:u?\'1 rl'qJ61Jmm':i-r mnfl11:u~'Wfl'l'Li6'le:i~J1 tJ6/JeJ'l':i~'U'U fl e:i:u'W1 b\91 e:i1 bb6'l~ W'U'U?lTm'Wb 'Vlf'l 

'Ub~'U1~ 

'U flmmm:u?lil' 'U?l'W 'W'U~ fl1':i?l61Jfl1'\"J bb6'l~'Ufl fl6'l.fl1tJ'WeJfl~m1 Vf fl11:u6111"1' ru bb6'l~?l'W''U?l'W 'LI m':i-r mn 
'I 'I q 'I QJ 'i 

m1:u~'Wfl'l'Li6'le:i~J1tJ~1'W?l1':i?l'Ub 'Vlf'11~ml:l'l"l1~fl1':ib off 1fi -:ibb6'l~_m'Ufl :u m':i 1 i-:i1'W?l1':i?l'Wb 'Vlf'l bb6'l~fl1':i 1 i -:i1'W\9\1:u 
.Qi,_ ~ v ~ 

.fl1':ifl"il b 'l"J f)fl1'U~:U fl1':i b 6/J1tl '16'l1':i6'l'U b 'Vlf'l 

bb 'U1t1iJu~ 

®· n1':ifl1'Ufl:Wn1':iboU15.:i~'U'Vli''VUJ'V11-!1'6'11':i'&'l'Ub'Vl~ (Asset Access Control) 1~~1.U.:15.:im':ibotl-!1'1'!..!bb~~ 
' 

fl11:w~'Ufl-!!tlm1~.n~ 
@J.@J fl1':i b off 1fi-:i bb6'l~ 1°11'\J fl:Wfl1':i1oll'l1'W6'l1':i6'l'Wb 'Vlf'l bb6'l ~ fl1 ':i1oll'11'Ll\911:W.fl1':ifl"il b ~f) fld'Ufl:U fl 1':i b off 1 fi-:i 

' ' 
611':i?l'Wb 'Vlf'l 1Vfbll'W1LJ\9\1:wfhi-:i:we:i'U'VlmtJ1 V!LJflu~h161lfl1':ibb6'l~f11i-:i:we:i'UeJ'1m"il bb6'l~ ~e:i-:i?le:i~fl!Ke:i-:i 
tl'Ufl1':irl1Vl'W~~'Vl~ fl1':iboff1fi-:im:W'U'Vl'U1'Vl'Vlih~61JeJ'l'Ufl6'l1fl':i (Role-Based Access Control -

' 
RBAC) 191-:i.Q' 

(®) ffiivi'11LJ (General User) 
'U 

(®) ~~bbm~'U'U (System Administrator) 
'U'U 

('"1) ~~bb6'lfl11:WD6'leJ~JltJ6'l1':i6'l'Wb'Vlf'1 (Information Security Officer) 
'U'U 

®·® ~~ bbm~'U'Un'Vli!1~1 'W m':ie:i'UiJ~~'VlB 1'Wm':ib.ff1fi-:i':i~'U'U fle:i:w-W1 b\91 e:i1 bb6'l ~':i~'U'U6'l1':i6'l'Ub 'Vlf'11 Vf n'U 
'U'U ' 

ffii-:i1'U 
'U 

@J.'"1 ~~bbm~'U'Un'Vli11m 'Llfl1':i?l~1-:iuru~ffii-:i1'W (Username) bb6'l~':iVJ?l~1'W (Password) 1 Vf n'Uffi i-:i1'W 
'U'U QJ 'U 'U 

611'\ll-r'U fl1':i b off 1':i~'U'UfleJ:W'W1 b\91 e:i1bb6'l~':i~'U'U6'11':i6'l'Ub 'Vlf'l \916'1 f)~"il'Wfl1'Ufl:U fl1':i 1 oll'11'Ubb6'l ~~ bb6'l-r fl'M1 
' 'U 

fl11:w~'W fl'l'Li6'l e:i~Ji' tJ':i~'U'U fle:i:u'W1 b\9\e:i1bb6'l ~':i~'U'U 611':i?l'W b'Vlf'l 

@). ~ ffi i -:i1'Wm:u1':it1boff1 fi-:i':i~'U'U fle:i:w'W1 b\9\e:i1 bb6'l~':i~'U'U?l1 ':i?l'W b 'Vlf!l\911:w~'VlB~1~-r'U b vi1~'W 
'U 

@J.et b~e:infl11:u"'il1 bll'W~ e:i-:i 1 Vf'Ufl fl6'l.n1tJ'We:im .ff 1fi -:i':i~'U'Ufle:i:w-W1 b\9\e:i1 ':i~'U'U6'l1':i6'l'Wb ~f'l ~m bb~-:ib Vl\91 (;..16'1 
' ' 

fl11:w"'il1 b ll'W 6/Je:irn 6/J\91m':iboff1 fi -:i bb6'l~':i~tJ~ b 16'11~.U~ b "il'W b ~ e:i61le:i e:i'4ir&t?l'1Vl-r'U m':i'lJ 5u&1-:i1'W \9\1:w 

m':in"il "il1fl~~ bbm~'U'U bb6'l~~e:i-:i-rfl'M1fl11:wil'U'Vl1'1':i161l fl1':i Vl1fl 1 'Wmru~bn~l"111m?itJ'Vl1tJ ~m~'U'U 
'U'U 

v ~ ~ q 

'Uflfl6'l.fl1tJ'UeJfl\9\eJ'l':i'U(;..1~61JeJ'U'Vlflfl':itu 
' ' 

®.b 1-li':i~'U'U~'WtJ'W~1\9\'W~'lJ6'le:i~Ji'tJ (~1m b°li'W fl1':i~'LltJ'W~1\9\'W?leJ'l~'Ll\9\eJ'W (Two-Factor 

Authentication - ®FA) 1 'Wfl1':ib-il1fi-:i':i~'U'UfleJ:W'W1 b\9\eJ1bb6'l~':i~'U'U6'l1':i6'l'Wb 'Vlf'l 

®."'1i n1'\ll'U~';ivr6'l~1'U~nfl11:w~'Usife:i'U b°li'W nfl11:wtJ11~'U~1 ~ ~1eJfl'M':i bb6'l~D';i~fle:i'U~1tJ~1eYfl'M':i1Vlaj 
~1eJfl'M':ib~ fl ~1 b6'l6/J bb~~~qj~fl'Mru'Wbf!l'M 1 'Wm':ib .rr1fi-:i':i~'U'Ufle:i:w-w1 b\9\e:i1bb6'l~';i~'U'U6'l1':i6'l'Ub 'Vlf'l 



®.~ fl1'jfl1'l.Jfl:i.JflT'HoU1fi~"il1fl.fllCJ'WeJfl (Remote Access) 1Vllim'jbzjeJ:i.J~e:i~1'W VPN Vi~m~'l.J'l.J~:W 
' 

fl1WLJ1'j~?\oUeJ:i.Jm~eJfl111JU~eJ~il'CJ bvllJ'W 
'\J 

®.~ n1V1'W~ b~e:i'U 161J1 'Wfll'jb ·ihfi~ 1~ CJ ~~e:itlmru~?11m'jm.V1fi~ bb~~ b zje:i:i.J~ e:i 'j~'l.J'l.J Ae:i:i.Jv-11 b~e:ifo~~ 
. ' 

'j~'l.J'l.J?\l'j?\'Wb 'Vl 131 

im. fl1"5'U~V11ca'<5'l9lfl1"5boii'1~..:i"llei..:irnif·n1..1 (User Access Management) 
'IJ 

f~t;i'l.h~~..:ifi' • 
b ~e:J fl1'l.J fllJ fll~ b oU1 fi~ W'l.J'l.J fle:J:i.Jv-11 b~e:Jfo~~ W'l.J'l.J?ll~?l'W b 'Vl 131bu'V'J1~ rn oU~l'Wm~~'l.J e:J'W ru1~ bbli'1 bb~~ 

'I 'U 'I QI 

?1~1~ A11:1.J~A11:1.Jb .U1h1 Vf n'U rn i~1'Wb ~e:i 1 VI bn~A11:1.J ~~~wunfi~ b~m A11:1.J~'Wfl ~tl~e:i~.n CJ?\l'j?\m 'Vl 131 bb~ ~ 
'\J '\J 

iJmn'Wfll'j b.U1fi~ 1~CJ 1lJ1~~'l.Je:i'Uru1~ '., 
'\..! bEJ'l.J1EJ 

fl1Vi'W~1 Vl:Wm~'l.J~Vil~~~ n1~~'Vl661Je:i~m i~1'W (User Management) e:i ~l~~~fl:i.J 1~ CJ1 Vf:Wm'j 
'\J ' 

fl1'l.J A:i.J "i\'1 n ~ bb~~ b tl~ CJ'Wbb tl~ ~~'Vl5m~b .U1fi~~~'l.J'l.Jfl e:i:i.Jv-11 b~e:i1'j~'l.J'l.J?11'j?\'Wb 'Vll31 ~1:1.J~1 bb V11.l~V1~e:iV1tJ'1~ 
' 

~1~~'l.JlJe:J'l.JVilJ1CJ 
bb'\..!1ulJu~ · 

®· fl1'j~~'Vl~bliCJ'Wrni~1'W 1Vf~1bi1'Wm'j ~~'if 
'\J 

®·® ~ ~ bbm~'l.J'l.J?\1'j?\'W b 'Vll3161Je:J~V11.11 CJ~l'W~ e:i~n1Vi'W~ bb'U'l.J'V'le:i1:i.Jm'j61Je:Je:J'W ru1~ b ·ihfi~'j~'l.J'l.JY'le:J:i.Jv-11 b~e:i1 bb~ ~ 
'U'U 'i Q.I 

'j~'l.J'l.J?ll'j?\'Wb'V\131 ~?11:1.J1'jm.hLJ'e:i:i.J~1u~'j1"iJ?1e:i'l.J1~ tlwne:i'l.J~1CJ zje:i 'Wl:i.J?ln~ ~lbbVl°Ll~ 6Z~n~ bb~~ 
'\J ' 

VilJ1CJb~61J1'Vl'jPl'V'Jvl bth.J~'W 

®·® fl1'j61Je:Je:J'Wru1~ b .V1fi~'j~'l.J'l.Jfle:J:i.Jv-11 b~e:i1bb~~'j~'l.J'l.J?l1'j?\'Wb'Vll311 Vf~1bi1'Wfl1'j ~~d '., 

(®) ~ ~ bb~ 'j~'l.J'l.J t11 ?I~ bb 'lJ 'l.J'V'l e:i 1:i.J fl1'j61J e:i e:J'W ru 1 ~ b .U1 fi~ ~~'l.J'l.J fl e:i:i.J~1b~e:i1 bb~ ~ 'j ~'l.J 'lJ 
'U 'U q QJ 

?\l'j?\'Wb 'Vll311 Vln'U b~161Je:J~'j~'l.J'l.J 

(m) 1 Vlb ~161le:J~'j~'l.J'UV>l "il1'jru1bb~~e:i'W :W~~'Vl5fl1'jb ·1hfi ~'j~'l.J 'lJ Ae:i:i.J~1 b~ e:i 1 bb~ ~ 'j~'l.J 'lJ m 'j?\'W b 'Vl 131 
' 

(cs'.) 1 VI~~ bbm~'l.J'l.J n1V1'W~~'Vl51 'Wm ~b .LJ 1fi~'j~'l.J'l.Jfle:i:i.J~1b~e:i1 bb~~'j~'l.J'l.J?ll'j?l'Wb 'Vll31 'V'J~e:i:i.J~~ 
'\J'\J 

®.h® mru'l.Jl°lfl~.fllCJ'We:Jfl 
' 

(®) 1 Vl'Uflfl~m CJ'W e:inme:in.Ue:i:i.J~~~ 1 mb 'U'U'V'le:i1:i.J fl1'j61Je:Je:J'Wru1~ b .U1fi~'j~'l.J'l.J fle:J:i.J~1 b~e:i1 
'i 'U q Q.I 

.<:;). Q./ ..::9 I !V Q./ Q.I 

'l.J'j~'V\Vi'je:J'\Ji'W1CJ~1'W~'W?l~fl~ 

(®) 1 VIV1°Ll1CJ~1'W~"il1'jfll1b Vi~i;.J~ bb~~~lb tJ'Wfll'j ?!~ bb 'l.J'l.J'V'le:i1:i.J fl1'j61Je:Je:J'Wru1 ~ b ·1hfi~'j~'l.J'l.J ' '., 
fle:J:i.J~1 b~e:i1bb~~'j~'l.J'l.J?l1'j?\'Wb'Vll311Vlb~161Jm'j~'l.J'l.J~61Je:J1 oil'~1'W 

(m) 1VIb~16/Jrn'j~'l.J'UV>l "iJ1'jru1 bb~~e:i'W:W~ ~'Vl51'Wfl1'jb.V1fi ,:i'j~'l.J'l.Jfle:i:i.J~ 1 b~e:i{ bb~~'j~'l.J'l.J?ll'j?l'Wb'Vll31 
' 



®.bll fl1';i?l~1.:i'Liru~m off .:11'U (Usernarne) bbf;1~fl1'Vl'U~';i"Vl?l~1'U (Password) 1 Vfl?11b'Ll'Ufl1';i m:w'Vl~mflrusri 
" " . 

(9) • bll • (9) 

(9).bll. \v 

(9) • bll • bll 

(9).bll.cs:'. 

fl1';i?l~1.:i'Li~~eJloff.:11'U (Usemame) 1Vfb4161leJ'l';i~'U'U fll'Vl'U~ b6li'U zjeim~leJ'lflf]~ 'Vl~eJD~';i 
th~"'iJ1\9l'T1.h~'1l1'1l'U \911:W~1CJeJ fl~';i'U1:W?lflf;1\911bb ';ifl 'Vl~eJ~ fl'eltu~~'U 1~~1:W~ b4161leJ'l';i~'U'U ~ij 

' 
fl1';j~fl(;1'1~1:Wfl'U 

fl1';ifl1'Vl'UmVl?l~1'U (Password) '\.J';i~fleJ'U 1 tJ~1 CJ ~~61JeJ'l~1eJfl'el';i.fl1'el1eJ'lfltj'el ~1~:W'l"l1 'Vlaj 

\911~:w~b~fl l'l1bf;161J bbr;l~Bfl61J';j~fol"l'el ';i1:wei~1.:i-U'eiCJ ~ ~1~'U1tJ bbr;l~mfl~eirndm~bm 
fl1';ifl1 'Vl'Ll~'Li ru~m off .:11w•1{.:i bb d fl 1 Vf ~ ~ bbr;l ';i~'U'U bb4.:i'Li ru~m off .:11'U ( Username) bbr;l~ 

v 'll cu 'U v 'U 

';i"Vl?l~l'U (Password) 1Vfmoff.:11'U Vl';il'Ub~CJ~';i'I 
" 

b~ei m .U.:11'LliirndbtJ~CJ'Ubb '\.Jr;l.:iiei:wr;l 1 Vf'VlL11CJ.:11'Uv11rn';ibb4.:i b4161Jrn';i~'U'U b ~eitJfotJd.:iiei:wr;l 
'U 'U q 'U 

1 Vf bll'Llihr'il'Li'U 
' 

h fl1';j CJ fl b~ fl~VlTifl1';i 1 off .:11'U61Jel'l'UF1m m'Vl~eJ'U flflf;1.fl1 CJ'UeJ f1bbf;1 ~ ~~ bbm~'U'U 1Vf1?11 b 'Ll'Llrn';i ~.:id 
q 'I 'U'U 

h® 1 Vf'VlL11CJ'l1'Ubb4.:i b"<il161JeJ'l';i~'U'U b ~eJ61JeJCJ m~ fl?lVJITT 'Ufl1';ib i1fi.:1';i~'U'U F1ei:w~1 b~eJ{bbr;l~';j~'LJ'U?ll';i?l'U bVl l"1 

61JeJ'l'Uflmm b~eJiJfl1';i'(;11eJeJfl beJ'UtJ1CJ 'Vl~eJi'UMlfl1';i"'~ll'I 
' ' 

h®.(9) mru'Uflmm'Vl~eJ'Uflfl(;l.fl1CJ'UeJfl 1Vf~~bbr;l';i~'U'Ul?11b'Ll'Llrn';itl~'Liru~moff.:11'U (Account) bbr;l~ 
'I 'I 'U 'U v 'U 

bb4.:ifl~'U1 tJ~.:i'VlL11CJ.:11'U~'lJVJ';j1'LJ .fl1CJ1 'U ®ct 1'Ll 

l.v.®.lv mru~~bbm~'U'U'VlL11CJ.:11'UmCJ1 'Ll 1 Vf ~~ bbr;l';i~'U'U';i~~'U m:w l?11b ti'Ll fll';jCJ m~ fl?lVJ5rnd 1 off .:11'U 
'U'll 'U'U 

61JeJ'IVl m~'U'U'll'U ~.:id1 Vf ~1 b tl'U rn ';ibb4.:i'Vlt.h CJ'l1'Ul9i''U~'I n~'Vl~m 4161JeJ'l';i ~'U'U~'UVJ';i1'LJfl1';j 
' 

CJf1b~fl?lVJ5fl1';i1oU'l1'U .fl1CJ1'U ITT! 1'U 

bll. fl1';i'U~'Vl1';i-:il~fl1';i?lVJ561JeJ'leJl oU'll'U (User Management) 1 'Llfll';ib i1i:i'l';i~'LJ'UfleJ:W~1 b~eJ{bbr;l~';i~'U'U 

?ll';i?l'UbVJl"161lei.:imoff.:11'U 1 Vfl?11bti'Llfll';i ~.:id 
" 

bll.(9) 1 'Llmru~ilm';ib tJ~ CJ'U bb '\.Jr;l .:1~1 bb 'VlLl.:i'l!l~ei'l!l-U' 1~~1~~'U :wei'U 'Vl:w1 CJ 1 Vf'VlL11 CJ.:11mb4 .:i b 4161Jei.:1';i~'U'U 
b ~ei 1 Vf ~~ bbm~'U'U b tJ~ CJ'Ubb tJm ?lVJ5rnd b i1fi.:1';i~'U'U fl ei:w~1 b~ei{ bbr;l~';i~'LJ'U ?ll';i?l'U b VJ l"1 

"" 
bll. \v 1 'Ll mru~m oU'll'U \9i'm fl1';j~VJTifl1';i b i1fi'l';i~'U'UfleJ:W~1 b~eJ{bbr;l~';i~'U'U?ll';i?l'Ub Vll"l ~?l'lflrJ1';i~~'U?lVJ5 

" " 
~1~~'U 61lei 1 Vtbb4.:1F111:w'\.J';i~?l.:ifi'l"l~ei:w b'Vl~t:-Jr;l~ei b4161lm';i~'U'U b~ei 1 Vf ~~mm~'U'U b tJ~CJ'Ubb'\.Jr;l.:i~VJ5 

' "" v ,,;;;i ..:;:i. t{ 

fl1';j b 61J1 tl'l';i~'LJ'U fleJ:W'\'\11 b~eJ ';ibbr;l~';i~'U'U?ll';i?l'U b Vll"l 

cs:'.. fl1';i'U~'Vl1';i-:il\?1fl1';i';iVl?l~1'UG'11Vl~rnJloff.:i1'U (User Password Management) 1Vfl?11bU'Ufl1';i~l:W'Vl~f1bflrusvl 
., 

~.:iii 

cs:'..® 1 'Llmrum off .:11'U~:W';i"Vl?l~1'U (Password) 1 Vtbb4.:i'VlL11 CJ'l1'U~~'U~~'1lei'U 1~CJ1 off15rn';i61JeJ.:J';j~'LJ'U~1:w~ 
" 

b4161Jei.:1';i~'U'U 1~n1'l!l'U~ H 
cs:'..\v moff.:11'U \9i'ei.:ibtJ~CJ'U';iVl?l~1'U (Password) 1mJvlfl b11 - b b~eJ'U 'Vl~eJ~1:Wfl11:wb~CJ'l61JeJ'l';i~'U'U 

" ' 
1'\.J';ibbfld:W bbr;l~';i"Vl?l~l'U (Password) 1Vlill9i'ei.:i1&Je5'1n'U';iVl?l~1'U (Password) b~:W bbr;l~iim1:w 



er. ~~bbm~'IJ'IJ ~fl\1Vl'IJV11'W~'Vl5fl1'H.rr1fi\l'llfl\lmotl\11'W fl~1\l'LlfltJD~~ @J fl#\1Vl~fliifl11b'\.J~tJ'Wbb'\.J~\l1~bbrl 
~~ ~ 

tJ1tJ 1 mfl'W mflflfl Vl~fll;'j~~'Wfl1141\I b~flfl1Vl'W~~'Vl51'iifi;'lfl~fl~fl\lm:W.fl11fl'OJ~b'IJ~tJ'W 1 tJ bb~~m1-rfl'l'J1 
' 

m. fl11fl1'Ufl~JnTH-li1f:i.:ibfl~eJ°ll1EJfleJ:IJ~1b\Plelj (Computer Network Access Control) 

1'19lf;)'lh~il{lfl 
' 

b ~fl 1Viiifl11 fl1 'IJ fl:w bb~ ~u fl \In 'W fl11 b .u1 fi'I b fl~ fl~ 1 tJ fl fl:W ~1b\91fl11 Viii fl11:w~ 'W fl \ltJ ~fl~ fl tJ ~ 1 'W 
' 

@J. fl1Vl'W~bb'W1tJ5u&\1 'Wfl11b.iJ1f;i\lbfl~fl~1tJ'1Jfl\10 -if \11'W (User) bUVn~~1~-r'l.Jfl'4f;1J11'11 vi\ .iJ1f;i\I 

iv. n1vi'W~bbmtJ5u&11 'Wfl11~'WtJ'W~1l'lmhvi-rrnr1 oif \11'W~fl~.fl1tJ'Wflflfl\ll°1 rn (User Authentication 

for External Connections) 1~til'i' fl\lfl1Vl'W~ 1 Viii fl11~'WtJ'W~1'\J flfl~n fl'W~'OJ~fl'W ru1\9l 1 Vf moif \11'W~fl~.fl1tJ'Wfl fl 
'!. 'I v cu cu 

fl\lrl mmm1111oif \11'Wbfl~ fl~1tJ 1~'\J'\Jflfl:W~1 bl'lfl1bb~~1~'1.J'l.Jm1l;'l'Wb 'Vl \3!'1Jfl\1Vl'l.h tJ\11'W 1~ 

m. fl1Vl'W~bb'W1tJ5u&11'Wfl111~'\.l~'\.Jmru'IJ'Wbfl~fl~1tJ (Equipment Identification in Networks) b~tJ 

l'i' fl\ln 1vi'W~i6m1~mm1m~trn tJ rnru'IJ'Wbfl~ fl~1ti1~ bb~~l'i' fl\11 oif m11~'\J fl'IJ rnru 'IJ'W bfl~fl~ 1ti b D'W m1~ 'WtJ'W 
'I 'I 'I 'I 

C9:'.. n1vi'W~ bb 'W1'\.J 5u&11 'W fl11Ufl\I fl'W'V'Jfl 11'1~1oif?f1vi-r'IJl'l11 '0Jl;'lfl'\Jbb~~tJ-rrnb~\I bb 'IJ'IJ (Remote 

Diagnostic and Configuration Port Protection) b~tJ~eJ\lfl1'1.JfJ:Wfl11b.iJ1f;i\l'V'lfl11'1~1off?f1vi-r'\Jm1'0Jl;'lfl'IJ 
bb~ ~tJ-r'IJ bb ~ \11 ~'U'IJ ~\Im 1b.rr1fi\l 'Vl 1\1mcJ.fl1'\"J bb~ ~'Vl 1\1bfl~fl~1 tJ 

er. n1vi'Wmb'W1tJ5u&11 'Wfl11fl1'1.JfJ:Wfl11 bzjfl:W~fl'Vl1\lbfl~fl~1tJ (Network Connection Control) 

b~tJ ~fl\lfl1'\Jfl:W fl11 b .U1f;i\IVl~fl1 oif \11'Wbfl~fl~1 tJ~ii fl111 otl~1:W fl'WVl~fl b zjfl:W ~fl 1~VlrJ1\IVl'li1 tJ\11'W 
' 

ti. n1Vl'W~ bb 'W1tJ5u&l1'Wfl11fl1'\J~:Wfl11~ ~ b61''W'Vl1\l'IJ'Wbfl~fl~1 tJ (Network Routing Control) 

b ~fl 1 Vlfl11b zjfl:W~fl'1Jfl\lflfl:W~1 b\91 fl1bb~ ~fl11?i\1~1'WVl~fl 1 Vl~ b1 tJ'W'lJfl\l-irfl:W~Vl~fli;'l11i;'l'Wb 'Vll3lbb~~ fl11?i\l.U fl:W~ 
~ ~ 

i;'l11i;'l'Wb 'Vl\3ll;'lfl~fl~ fl\lfl'IJ bb 'W1tJ5u&1 fl11b .U1fi\I bb~~fl1'\J fl:W m11 otl\11'Wi;'l11i;'l'Wb'Vl\3! (Access Control) bb~~m1 

1-1fo1'Wl'l1:W.fl11fl'OJb~flfl1'\J~:Wfl11b-ir1f;i\ll;'l11i;'l'Wb'Vll3! (Business Requirements for Access Control) 

bb'W1uJJu&1 

@J. m1b .U1fi\lbfl~fl~1tJ'llmm oif \11'W 
~ 

@).@) fl111 oif\11'W1~'\J'\Jbfl~fl~1tJflfl:W~1bl'lfl1 (Internet) 1 Vf~1bti'Wm1 ~\l.Q' 
@).@).@) 

@).@).~ 

@J.@J.bn 

moff\11'Wmm1rn.rr1uru~moif\11'W (Username) bb~~1Vfl;'l~1'W (Password) 'llfl\ll'l'WbeJ\l~hH'IJ 
~ v ~ 

fl'Wru1\9l'OJ1flVl'li1tJ\11'W b ~m.U11 otl\11'W1~'\J'IJ bfl~fl~1tlflfl:W~1bl'lfl1 (Internet) 'v 
fl11fl1 '\Jfl:W m11 oif ,n'W1 ~'IJ'IJ bfl~fl~1 tJ fl fl:W~1 b\91 fl1 (I hternet) ~il fl11fl1fl'IJ fl1eJ\I bb 'IJ'W #ii ~v] 

' 
(Bandwidth) ~\I bb~~~hlb~ti1ifl'ln'l.Jm1tJ5u&1vi1!1~11'1lm1 b'li'W 11tim1u'WbVl\1~1\I 1 

1'Wb1m11'1lm1 bU'W~'W 

Vf1:w b.rr1'llml'IJ16ll~ffi~b vim~l;'l:w b 'li'W b l'IJ 1611~~-rr~~~n11:w m:wflfl'W1'0J11 b l'IJ 16ll~~iibdflvi1 
~vh1 Vfl;'lmu'W'll1&1 l3!1l;'lm bb~~'V'J1~:wvi1fl~l'l~~b~fl:wb?ici blJ'Wl'i''W 



(9),(9).Ci'. ~1~btJ~b~tJoifB:i,i~rl1~~Vl~BoilB:i,j~~bll'Llm1~i;lu61JB\IVlthtJ\11'U bi''Llbb~1~-r'UB'4~1\91~1flb~161JB\I 
-if B~~ 

" 
®.®.ct ~B\ID~ u&i \911~'V'l~~~1'l1U ~rQ'&i-if B:i,J~od11?11~61JB\1~1'l1fl1~ 'V'l.121. ~<tcs:'.o 'V'l~~~1'l1U ~rQ'&i111'11tJrn~ 

m~v11m1~~~b~mnuflB~'W1bl'lB{ 'V'l.121. ~crcro bb~~~bbm61Jb~~b~~ 'V'J~~~1'llu~rQ'~m~-rfl'toJ-1 
fl11~~'Ufl\ID~B~.iltJ161lb'UB{ 'V'l.121. ~ctb~ 'V'J~~~1'l1Ururu~~~mmoif B~~~1'U'Uflfl~ 'V'J.121. ~ctb~ 

QJ QJ q 'U 'I 

1~mfl~\lfl-r~ 

(9).(9).b ~B\1~~~~~~1'\lfl1~m1'U'1 Vl~~1 'V.J~-if B:i,J~Vl~B 1 i.J~bbm~~1\I 1 b'V'l~1~m~ bll'Llfl1~~~biJ~ 

'Vl-r'V'J6~'U'V11\1Ururu1 Vl~Bm~v111 ~ilb~(;'JflB~oW1b\9lB{Umfl h~~ ~~'U'UflB~oW1 b\91 B{bb~~ 
QJ v 'I 'I 

~~uu (;'11~(;'1m 'V1121 1~ tJ bb ~\11 ~ ~ ~ bbm ~uu(;'J 1~i;'l'U b 'V11216/J B\lm.h tJ\11'U ~ 'UG1\ln ~'V1~1u ri B'U ~~~\I 
'U 'U 

1 -il'\11'U 

®.~ m~1.if'l1'Ub~~'Ub'U~ (Domain Name) 61JB\!VlthtJ\11'U1~~1btJ'Ufl1~ ~\Id 
®.~.® VlU1tJ\11'LlmtJ1'Llm~i;'l'U'Ui;'l'U'U'U~fl1~(;'161J.fl1'V'l ~B\l~~'Vl~bDtJ'Ub~b~'Ub'U~ (Domain Name) 

' ' 
b1u161l~Vl~B~~'U'U ~B~.fl1tJ1~ hss.moph.go.th bvl1~'U b~Bfl11~~'Ufl\ID~B~.iltJ~1'U 
?11~i;'l'Ub'V1121 bb~~fl11~U1bzjB~B1'Llm~boif1f:i\161JB\l~~'U'U~fl1~ 

'U 

®.~.~ ~1~'1111~~'Ub'Ll~ (Domain Name) 1'Ll'V11\l~hl~nl9i'B\I ~~na'VlmtJ ~~bil~~~\J~~~ 
C9l.~.r;n ~B\l 1lJ bbi;'ld\IV11t:J~i.J~~ btJ'l1i.JVl~B 1 ~~~'Ubbi;'l1\IV11t:J~i.J~~ btJ'l1'Ul 'Ub :n\16~fl~~1tJfl1~ 1 oif1~ b~'Ub 'U~ 

'U ' 

(Domain Name) 61JB~VlU1tJ\11'U 

®.m fl1~1-il''l1'Ubfl~BoLJ1tJ Local Area Network (LAN) 1~~1btJ'Ufl1~ ~\Iii' 
(9) • r;n • (9) er~bb~W'U'U~B\lvl1fl1~~\1~1 (Confiouration) b~61J~B~1B~ (IP Address) bijBiJm~'l11Bi.Jmru 

'UCU :'.:> 'U q 

m H m tJ 1'Ll'VlU1 tJ\11'Ll 

®.m~ rnoif\11'U~B'l1oifzjBUru~rnoif\11'U (Username) bb~~~~i;'l~1'U (Password) ~bll'U61JB\l\9l'UbB\11'U 
'U v 'U 

fl1~oWi;'l':iltll'11 \9l'U (Authentication) b ~m -if11oif \11'Ubfl~BoLJ1tJ .n1 tJ1 'Llm~i;'l'W'Ui;'l'U'U'U~fl1~ 
'U ' 

{;'161J.fl1'V'J 
' 

®.Ci'. m~1.if'l1'Ubfl~BoLJ1tJHmtJ (WiFi) 1~~1btJ'Llfl1~ ~\Iii' 
<.9l.cs:'..<.9l ~~bbm~uu~B\lvl1fl1~bi.J~tJ'UA1 Service Set Identifier (SSID) ~flfln1Vl'U~':il1flert:J~\91VJ'UYJ 

'U'U 'U 'U 

bdB'l11Bi.Jrnrum~':il1tJG1ruru1rubbUUH{;'11tJ (Access Point) ~1~~~\lb~B1oif\11'U 
' v v 

<.9l.cs:'..~ 0oif\11'U~B\11oifzjBU~~0oif\11'U (Usernarne) bb~~~~i;'l~1'U (Password) ~bll'Ll61JB\l\9l'UbB\11'U 
fl1~oWi;'l':iltl1'11 \9l'U (Authentication) b ~m-if 11oif '11'U bfl~BoLJ1 tJ1 ·fo1 tJ (Wi.Fi) .fl1tJ1 'Um~ 

'U 

i;'l'U'Ui;'l'U'U'U~fl1~(;'161J.fl1'\"l 
' ' 

<.9l.cs:'..m m, oif \11'U~B\lhJ'l11 bfl~B\lflB~'iAJ1 b\91B{'V'J fl'V'J1 bb~~Bi.J mru~Bi;'l1~ bfl~B'U~ ~ b lJ'U'Vl~'V'J ~~'U61JB\I 
" ' 
VlU1tJ\11'U1 iJ1 oif\11'Ubfl~BoLJ1tJ H{;'11tJ (Wi Fi) ~1lJtl1b zjB~B 

@l.es:'..cs:'. m. oif \11'Llfl1~~~~ ~~~1'11'Lln1~v116~m~~'V11\ln1~b~'Ll'V11\IB b~ fl'Vl~ffu nf.'l~~Vl11\I m~ 1 .if \11'Ll 
'U ' 

bfl~BoLJ1 tJH'i;'l1tJ (WiFi) b ~ B\l':il1flm~ bfl~fl11~1lJi.J~ B~fi tJbb~~B1':il61J1 ~fl1~b zjB~~ B61JB\I 

G1~~1ru 



@>.CS:.~ Vf1:1.J~oli.;i1'U&1171~.;Jbbi;'l~bll171fl1';ivl1.;J1'Wb U'Hbm:i.J~fl..;)'lJoLJ'e:i~i;:i (Network Sniffer) b'\l'J';i1~m-:u 
bn 171 fl11m?i CJV11 CJ~ e:i ';i ~'\J 'lJ bfl ~e:i'li 1CJ1 fo1 CJ (WiFi) 'lJe:i .;JV1tl1CJ.;j1't.rni;:i ~n fl11:1.J e:J 171~1:1.J 

'\l'J';i~';i1'lJt.'Truru&111~1CJm';im~v11fl11:1.JB'.J171b~mn'\Jfle:i:1.J~1b~e:i{ '\l'J.l"l. iv~~o bb(,l~~bbm'll 
"" 

' 
b~:i.Jb&1:1.J 

@).~ fl1';i 1'if.;i1'Ubfl~e:i'li1CJ~.;Jfl:1.JeJeJ'W1mJ (Social Network) 1 Vf\911bil'Wfl1';i ~.;id 
@).~.@) fl1';itJ1b?f'WeJbde:iV11oLJe:i:1.Ji;:i~1'Ubfl~e:i'li1CJ~.;Jfl:1.JeJeJ'W1m1 (Social Network) mCJ1~V1tl1CJ.;J1'W fl1';i 

'U 

tl1b?f'Wm~mn'lJm';if\-;u.;i1'U'lJe:i.;iV1tl1CJ.;i1'U b-li'W t:-Ji;'jfl1';i\911biJ'U.;i1'W bbi;:i~'li11m';i bl71CJfl1';jtJ1boLJ1 

.LJ eJ:l.J !;'I~ eJ.;j b lJ 'U~~1~~'\J:l.JeJ'lJVl:l.J1 CJ-:U1 flV1tl1 CJ.;J1'U bbi;'I~ ~ m ~1:1.J'\l'J';i~';i1'lJtJ ruru&111 ~1CJfl1';jfl'j'~vJ1 
'U 'U v v 

fl11:1.JB'.Jl71b~mn'Ufle:i:1.J~1b~e:i{ '\l'J.l"l. iv~~o bbi;'l~~bbm'llb~:i.Jb&1:i.J 
Vf1:1.J bll171 bt:-J CJoLJeJ:l.Ji;'I G111"lru~ b U'Ufl11:1.Jit'lJ'lJeJ.;JV1tl1 CJ.;J1'W~1'U bfl~e:i'li1 CJ ~.;Jfl:i.J e:ie:i'U 1i;:i tl (Social 

'U " 

Network) bl'Wbb~1~1''lJe:i'Wru1~-:u1m~1'lJeJ.;JoLJeJ:1.J(,1 
• " 'U 

@>.~.m mruu ';j~'lJ1'lJ'UVl~eJVltl1 CJ.;J1'U~'UiJ fl11:1.J Al71 b~'U bb~ fl ~1.;J ~eJ.;J~bb liJ.;J~1 m VI ~l!-Ji;'j .;j 171 b l'U fl1';i • 
1191 ~ e:i'lJ ~1 CJ fl11:i.J';i'Ubb ';i .;i bbi;:i ~ fl1';i~-;u1';if.1.ntl 1fl11:1.J Al71 b ~'LI ~.;i fl~ 11:1.J11 ~'LI fl1';i~ ~'W1 • 
u1''U'\J';i.;i ~e:i 1 u • 

@>.~.cs: Vf 1mb?f l71.;Jfl11:1.JAl71b~'U~e:i1-:uv\'11 Vi b i1 h11 b tl'Ll m1:1.J Al71b~'W-:u1 flV1tl1 CJ.;i1'U bbi;:i~\91 e:i.;i bb?f 171.;i 

oLJeJf111:1.J-oil1n171m1:1.J1''lJB'.Jl71'lJeJ'lJ (Disclaimer) 11bU'Ufl11:1.JAl71b~'U?i1'U\911 

@).~.~ Vl1flbfll71fl11:1.J~l71'\l'Jml71-:u1flfl1';i1oli.;i1'Ubfl~e:i'li1CJ!K.;ifliJeJe:i'U1m1 (Social Network) erloli.;i1'Ul9i'm 
'U 

1''lJB'.J171'lJeJ'\Jfl11:1.J b?i CJV11CJ~ bfll71~'Ubbi;'l~\911b iJ tJfl1';ibbtll 'll~'UVJ ~.;iffi Vi bb ~.;j~tJ.;jfl'\JtJtu'lJ1~'\J'Vl';i1'\J 
'U " 

lv. fl1';i';i~lj~'Limru'\J'Ubfl~e:i'li1CJ (Equipment Identification in Networks) 1Vf\911btJ'Llfl1';i ~.;id 
\v.@> ~~'lJB'.J 171'lJeJ'lJ~1'U6'11';i?f'Ub 'Vll"l'lJeJ.;JV!tl 1CJ.;J1'Ul9i'e:i.;i..;J171vl1~.;J';i~'\J'\J bfl~e:i'li1CJ (Network Diagram) '\l'J~eJ:l.J 

'U 

';i1CJ!;'l~bB CJ171e:i u mru'\J'Ubfl~e:i'd 1CJ~ b ~'Ll11"51 blJ 'U~ e:im';i1-li .;i1'U 1~ bbn fl~:i.Je:iumru bi;'l'lJ~e:i ~1e:i-W 
'I 'I 'I 'U 

(Ip Address) bbi;'l~V1:1.J1mi;:i'llbU'\l'J1~e:iumru (MAC Address) bl71CJ1Vfu1''Uu';i.;i'Vlfl @) tJ Vl~m~e:i:Wm';i • • • 
bu~ CJ'Ubb ui;:i.;ie:i ~1.;iiJi! CJG'l' 11"1 qJ~ eJ';j~'lJ'lJ?f1';j?f'Wb 'Vl I"! 

lv.lv fl1';itl1 bfl~m fleJ:1.J~1 b~e:i{V1~e:ie:iu mru~e:i?f1';ibfl~e:i'U~ m 1 oli.;i1'U'\J'W bfl~e:i'li1CJ ~e:i.;i 1~~'\Je:i'Uru1~-:u1fl ' . " 
~~'lJ~l7161le:i'lJ~1'U?f1';i?f'Ub'Vll"l'lJe:i.;iV1tl1CJ.;i1'U botl'U bbVJubi;:i~ b 'Vl';ifl'V'JVii'.ie:i~e:i bU'W~'W 
'U 

m. fl1';i'DeJ.;Jfl'W'V'JeJ1~~1'1l'G11V1~'\J~';i11il?feJ'\Jbbi;'l~U~'lJ bb~.;Jbb'\J'\J (Remote Diagnostic and Configuration Port 

Protection) 1Vf\911btJ'Wfl1';i ~.;id 
m.@) V1tl1CJ.;J1'U~171bbi;'l~1'W?f1';i?f'Ll b 'Vl l"l~ml71 bbi;'I m1-:u?f e:i'\J 'V'Je:i1~m '1l'G1°1V1fo ~ ';i1 lil ?feJ'lJ bbi;:i~u1''lJ bb~.;i bb '\J'\J 

'U 'U 

(Remote Diagnostic and Configuration Port Protection) ';i1:1.J~.;Jfl1';ifl1'\J~:l.Jfl1';iboLJ1~.;J'V'JeJ1~ 
'Vl1.;Jfl1CJfl1'\l'Jbbi;'I~ bfl~e:i'li1 CJ 

m.lv V1tl1 CJ.;J1'U~171bbi;'l~1'U?f1';i?f'Ub 'Vl\"l~mbll1711 '1l'.;i1'UbU'\l'J1~'\l'JeJ{~~"51bU'UG11V11''lJfl1';i1 '1l'.;i1'Ub vl1~'W bbi;'I~ 
'U 

\>le:i.;i~';i1-:U?feJ'lJ'\l'JeJ1~~bll1711Vf'lJ~fl1~ e:i~1.;i~e:iCJ91Jfl I m - b b~eJ'W Vl~eJm:i.Jfl11:1.JbVl:i.J1~6'f:l.J 



~. fl1'afl1'Ufl:Wfl1'abzjel:W~elVl1..:Ibfl~el~1t.J (Network Connection Control) 1Vf\1'\'1b'Ll'Llfl1'a ~-:id 
q 

~.(9) VliJ1 t.J..:I1'Ll~~bb~~1'Ll?l1'a?l'Llb Vll"lm'aiJ'a~'U'UUeJ..:itl'Llfl1'a'U mfl h:w~Vl1..:Ibfl~el~1t.J Firewall b ~el 1 oif b ll'Ll 
'U q q 

"il~fl1'Ufl:Wfl1'abzjel:W~elVl1..:Ibfl~el~1t.J (Network Connection Control) 
q q 

~.iv ~~ bb~ 'a~'U'U ~el..:! 1:Jb ti~ bi:.Jt.JoLJel:W~fl1'a b zjel:w~ elV11..:i bfl~el~1 t.J nel'Ll 1~-r'Uel'Lltu1~ "il1 fl'VlL11t.J..:i1'Ll~ mb~ 
'U 'U 'U 'I QJ 'U 
,, 
~1'Ll?ll'a?l'Llb VII"! 

~. bf1 ~ ~ bbm~'U'UiJm~ 1~1 'Ll fl1 'afl1'U fl:W fl1'a b zjel:w ~el~ ru ru1 ru'Vl~el t.J m~ fl m'a b zj el:W ~el~ ruru1 rum:w~1~ -r'U cu 'U 'I QJ v QJ v 

el'Lltu1~"il1fl'VliJ1t.J ..:!1'Ll~~ bb~~1'Ll?l1'a?l'Llb VII"! ~..:Id'\ll1fl'V'l'UoLJel~ ~'V'lm~Vl~el b~'Ll11 '\ll:W~fl11:W~1blJ'U1 'Ll 
q v 'U 

fl1'abzjel:w~ el~ruru1ru 1 Vf'a1 t.J..:I1'WVlL11 t.J..:I1'Ll ~~ bb~~1'Ll?l1'a?l'Llb Vll"!VJ'WVi 
v v 'U 

' ' .r:S I .r:S I QJ I .r:S .r:S I I .::!:ii I .<:).. ({ 

~.~ fl1'a b 'llel:W ~el bfl'ael6LJ1 t.J?l1'a?l'Llb VII"! fl'U'\ll'Ll1 t.J..:11 'Ll.fl1 t.J'U elfl'\ll'aeJ b 'lJeJ:W ~ eJi:.J1'Ll 'a~'U 'lJ bfl'aeJ6LJ 1 t.Jfl eJ:W'V'l1 b~eJ'a 

61Je:i..:im Vf'U~fl1'a~iJfl11:wL11 b zje:i ~el ~ e:i..:i 1~-r'Ue:i'Uru1 ~"il1 fl ~ll'..:i ~'Ull'ru'lJ161Je:i..:1'\llLJ1 t.J..:11'U 
'U 'I QJ 'U v 

ct. fl1'afl1'UfJ:Wfl1'a~~b~'WVl1..:I'U'Llbfl~eJ~1t.J (Network Routing Control) 1Vfl1l1b'Ll'Llfl1'a ~-:id 
ct.@ ~~bb~'a~'U'U~eJ..:Ifl1'Ufl:Wfl1'a~~b~'LlVl1..:I'U'Llbfl~el~1t.J (Network Routino Control) b~e:i1Vffl1'a 

'U cu 'I .:::, 

b zje:i:w~ e:i'a~'U'Ufle:i:w~1 b~ e:i{bb~ ~'a~'U'U?l1'a?l'Llb VII"! b ll'Ll 1 '\Je:i~1..:iiJth~~V1Bfl1'V'l bb~~fl1'a-r'U - ?i..:i'Vl~e:i 
fl1'a 1 Vl~ bl t.J'Ll61Je:i..:iie:i:w~Vl~e:im'a?i'LlbV11"1bll'Ll 1 '\Je:i~1..:i'a1~b ~1 

'U 

ct.iv ~~bbm~'U'U~e:i..:ibn'Uie:i:w~"il'a1"il'afleJ:W~1b~el{ (Loo File) 61Je:i..:im.U..:i1mll'Ll'a~t.J~nmhJi.Je:it.Jfl11 ~o 
'U'U 'U ~ 'U 

1'Ll ~1:w'V'l'a~'a1'llll'ruru~11~1t.J m'am~v11fl11:w~~bnt.J1 n'U fle:i:w~1 b~e:i{ 'V'l. l"f. ivctcto bb~~~ bbnh v v 

rs::. n1'afl'J'U~~m'aboU1ii..:i1~uutll]u~m1 (Operating System Access Control) 
., ti ~ 
1~~ 'a~li'l..:lfl 

b~eJfl1'UfJ:Wfl1'aboLJ1fi..:i'a~'U'U'\J5ll'~m'a (Operating System Access Control) b~e:iue:i..:in'Ll fl1'a 

b i1fi..:i'a~'U'U'\J 5ll'~ fl1'a t~t.J 1:J1~-r'Ue:l'411J1~ 

'U bt.J'U1t.J 

(9). n1'\ll'U~bb 'U1LJ5ll'~1 'Ll m'ab .LJ1fi..:i'a~'U'U'\J5ll'~ m'a t~ t.J~e:i..:iiJm'am'UfJ:Wfl1'ab .LJ1t;i.:i~1 t.Ji~fl1"j8'Ll t'T'U 

1'11~'U~'\J~ el~ifo 
h n1Vl'Ll~bb'W1'\J5ll'~1i..:i1'Ll1'\J'abbfld:WeJ'a'at1'\J'a~tt.J'lJLJ (Use of System Utilities) t~t.Jf11'a~1n~ 

bb~~ m'U fl:Wm'a 1 oif ..:11'Ll t '\J'abbm:wm'at1'\J d~ tt.J'lltl b~e:ium n'Llfl1'a~ ~ bi'.l~Vl~e:i'Vl~ m~ t.J..:im ~'am'a m1:w~'Llfl..:i 
q 

LJ~e:i~.tlt.J~1~n1'\ll'U~ 11 

bb'UTLll)u~ 

(9). m'an1Vl'Ll~~'U~e:i'Llm'a'\J5tl'~,n'Ll ~-:id 
(9).(9) eJloif..:11'W1:JiJ~V1tb'l.J~t.J'Llbb'\J~..:ibbm61Jfi1~1..:i 1 61JeJ..:I'a~'U'U'\J5ll'~m'a botl'W Product Key Vl~e:i 

License 61JeJ..:I'a~'U'U'\J5ll'~m'a bb~~fl1fleJ'Ll:WflQb'a.rr'Ll (Configuration) ~1..:1 1 botl'Ll Computer 
.fl1 ,, 

Name, IP Address bu'Ll~'Ll 

@.lv m otl..:!1'Ll ~e:i..:i n1'\ll'Llm'IX?l ~ 1'Ll 1'Llfl1'j1 otl..:!1'Llbfl~el..:ifleJ:W~1 b~ el{~-r'U ~ ~'lJeJ'U 
'U 



(9)0 

<9l.bn Vl~\llil1f1~~ bb~d~'U'U ~~~\ld~'U'UU f1u~f11W;'l~':il rn oif \ITW ~eN'U~Vl1d~ ~f11dd~?l~1'W Vl~e:J ~ '\.]~ m.J 
'U'U ~ 'U 

d~?l~1'W~rl1Vl'W~ 11~\lbbl'i~'W 1~tJVJ'WVi 
(9).c( rnoif \11'W~eN~\1~1md 1oif\11'W1 'lldbbm:Ut1'We:i:uviii'11i1e:i (Screen saver) bvjffvl1f11d~ e:inviii'11i1e:J.fl1'V'J 

'U 

brie:i 1:Wiimd1 oif \11'1.J b lJ'Wb 1m <9l<f 'W1Vi Vli;r\l':il1 rnrmrie:i~e:J\lf11d1oif \11'Wrn oif \11'W~eN1?id~?l~ 1'W 
'U 

(Password) bvjmoiJ11oif'l1'W 

@l.<i'. nil'Wf11dboif 11 oif w'U'Utl~u~mdrJl oif \11'Wlil~~mvhmd~\IU'W'Vim oif11 '1l'\11'W (Login) 'VJf11°l~\I 
@l.b Vf 1:u 1 Vf rn oif '11'Wtl1 b?l'We:i-ile:i:u~ ~~ ~f11lVl:1.J1 ti ~~ b:!J~~'ll~vit bb?l ~'loif e:i fl11:u dtl.fl1'V'J 1:Wb vim ~~:u 

'U 'U dJ 'U 

vi~e:ii ~\91 e:i~foudd:l.J 'U'Wd~'U'UU~U~ bb~~ b 1'U161J 191 bb?l~\loLJBd.J~'1le:J\IVl'tl1 tJ\11'W 

@).ITT Vf 1:um off \11'W'1Je:i\I vi't11ti\11moif1m 'U fl:u d~'U'Utl fiu~ m dl°l e:i:u~1 b\91 e:i{vi~m~'U'U ?11d?im vil'll 1il1 n 
'U • ':..J 

m ti'We:i n 1~ ti 1:iJ1~·foe:i'W ru1 \9\':il1 n~1viii'1vi't11 tJ\11'W . "' 
@).~ Vf 1:u m oif '11mll ~vi~e:i 1oif\11'W1 tld bbm:utl d~b.flVl Peer-to-Peer 1 Udbbm:utld~ b.flvi#i'n~'Uoif e:i:u~ 

'U 'U 

(Network Sniffer) 1 Udbbm:utld~b.flVl#i'f1~'Ud~?l~1'W (Password Sniffer) bb~~ 1 Udbbm:utld~b.flVl 

Formatter vi~e:i 1 Udbbm:u~iim1:ub~cM bll'WIK'W bi''Wbbl'ilil~ 1~·foe:i'Wru1\9\':il1f1~1Vlii'1vi'i11ti\11'W . "' 
@).~ 61Je:i9/'J~ bb1~~vi'i11CJ\11'W 1 -ifii~'LJ~vit m off \11'W?11md11'1Je:i 1'1l'\11'W1~\9\1:uviii'1~fl11:u li\'1 b li'W bb~~Vf 1:u 

'U 

hi1 Vf moti\11'Wv11 n1d~~ ~\lvi~e:i 1 otl\11'W61Je:i9f'J~ bb 1 {~'W1~~1:Wii~'1l~vit vi1n \9\d1':il'V'J'U ~e:i11 b tJ'W 
'U 

1°111:u~ ~?i1'W'U fl fl~ m oif \11'1.J-r'U~ ~'1le:i'U bbl'i b Yl CJ\I ~ b~ m 
• 'U 'U 

(9).(9)0 61Je:i9/'J1>fo1{~viti1CJ\11'W~~b\9\~CJ:u11l Vf m oif\11'1.J ~m ll'W~\li1b ll'W Vf1:u:W1 Vi'm oif \11'Wv11md~~~\I 
'U 'U 

11e:i~11e:i'WbU~tJ'Wbbu~\I bbm '1J vi~e:iv11?11bmbvje:ii.J11 u1-if'l1'W~~'W 
(9).(9)(9) Vi'1:u 1 oifvi-r'V'JCJ1mvi n'llWb.flVl~ b ll'W'LJB\I m:u?iiJ'U?l'W'W'U~f11d?l'1J.fl1'V'J mgjvid1\1?11u1dru?l'1J b vje:i 

'l 'I 'I '\ 

'\.Jdgj bCJ'1ltJV11\lmdf11 

lv.md1oif'l1'W1'lldbbm:utld~b.flVltJ~~~ (Use of system utilities) ~e:i'li1n~bb~~m'Ufl:Uf11d1oif'l1'W 
'U • 

1'lldbbm:u?l1vi-r'U1 'lldbbm:Ufle:i:u~1b\9\B~~?l11°1qJ1 Vi'~1 b'Ll'Wmd #\'\Id 

iv.(9) md 1oif'l1'W1 'lldbbm:u ti~~~~ e:i\l 1~fo mde:i'W:W'~lil1n~ ~ bbm~'U'U b vj e:ilil1n~ bb~~m'Ufl:umd 1 '1l''l1'W 
'U 'I 'U'U 'I 

iv.iv 1'lldbbm:utJ~~~~tl1m1 oif \11'WIK e:i\11:iJ~~bii~~'1J~vit 
'U 

lv.bn ~e:i\ltin b~nvi~e:i~'U~\11 tld bbm:uCJ~~~bb~~61lmrM bn{~ b~ moif mn'Ud~'Urn1'W~1:Uii m1:ui1b lJ 'W 1 'W 
'U 

md 1-if '11'1.J dd:u~\l~e:i\liJ mn'W 1:u 1 Vi'rn .U\11'W?11mdm .LJ15\lvi~e:i 1.U\11'1.J1 udbbm:uCJ~~ ~t~ 
'U 'U 

<1'.. m-amU!OJ:!.ln1'aboii'1~~1tl-abbn'a:!Jtl-a:::~n~i"vi~mbeJtl'V'l~hf1•ifubbfi'l:::f;f1'af;f'Wb'Vll"I (Application and Information 

Access Control) 

1\9\~tl-a:::f;f~I"! • 
b vle:i 1°11 'Ufl:Ubb~~DB\ltl'W f11d b oif 15\11 Udbbm:utld~ ~ f1 ~Vl~e:J bb e:itl'V'Jfafl-il'Wbb~ ~?lld?l'W b Vl I'll (Application 

Information Access Control) 1~CJ1:U1~-r'Ue:i'Wtu1\91 . "' 



'Wbl:J'l.J11:J 

(9). n1vt'U~bb 'U1tJ fit1&\1'Llfl1';ifl1'Ufl:Wfl1';iboif11;1.:i 1 U';ibbm:w'\.J';i~tifl~vt~e:i bbe:itJw~ bfl-1r'Llbbr;:i~?11';i?1'Ub 'Vll"l 
d.J ' ' 

'lJe:i.:im oti.:i1'U 
'IJ 

~. n 1vi'U~bb'U1ulJt1~~1 vi r 'U d ~ 'U 'U fl e:i :w Yi 1 b ~ e:i 1 bb r;:i ~ d ~ 'U 'U ?11 ';i ?I 'U b 'VI l"1zj.:i11 ~ e:i fl 1 ';id 'U fl 1 'U 

~ih:.rnm~'Vl'U bbr;:i~:iJm1:w~1fi't1J~.:i~e:ivioJ1t1.:i1'U 1~ m•i' e:i.:i 1~f'Ufl1';ibbt1fle:ie:ifl-o;i1m~'U'U~'W 1 bbr;:i~:iJ fl1';jfl1'lJfJ:W 

?I .f11'W bb 1 ~f{ 'iJ:W 1~ tJ bu'W 1~ 'W~'iJ:W~ .:i1Vi':iJfl1 ';ifl1'1.J fl :w bfl ~'i).:) fl 'iJ :wY11 b~ 'iJ { bbf;l ~ 'iJ tJ fl';j ru~e:i ?11 ';i bfl ~ 'iJ 'U ~ 
' ' 

~tJ ijl1&1.:i1'U"OJ 1fl.f11tl 'U'iJ f1Vl°Ll1 tl.:!1'U 

m. n1vt'U~bb 'U1tJ fit1&\1 'Ll fl1';jfl1'lJ fl:Wbfl~mfle:i:wY11 b~e:i{bbr;:i~e:itJ mru~eJ?l1';ibfl~eJ'Ll~ 1~ti~e:i.:i n1vt'U~ 
d.J ' ' 

oif e:itJijl1&1 bbf;l~:w11'1 ';ifl1';i~ b vim ~?l:w b ~e:itJfl'Li e:i.:i';i~'U 'U fle:i:wY11 b~ e:i1 bbf;l ~d~'U'U?l1';i?l'Ll b 'VI l"1 bbr;:i~oif e:i:i.Jr;:i ?11';i?l'Ll b 'Vll"l 

"OJ1flfl11:1Jb~tJ.:J'lJ'i).:Jfl1';j1 -ti bfl~'i).:J fleJ:WYl1 b~e:i{ bbf;l ~e:itJ mru~'iJ?l1';ibfl~ 'iJ'U~ 
' 

c(. n1vt'U~ bb 'U1 tJljl1&11 tJ fi1';i'\.Jljl1&1.:i1tJ-o;i1 fli11 ti'Ll e:i fl vioJ1 ti .:i1'U fa ti ~m n1vt'Ll ~.rr e:itJ ijl1&1bbt:-J'Ll.:J1tJ 

bbf;l~~'U ~ 'iJ 'U tJ lj ll~ b ~'iJ u-r'U 1 otl~1vt-r'U fl1 ';iU ljt1&\ .:JTW "OJ1fl.fl1 tJ'U 'iJ fl vioJ 1tJ.:!1 'U 

er. n1vt'U~bb 'U1tJlj'IJ'~ fi1';iU';i~~:we:ie:i'U1r;:itl~1'Ubb wr;:i~·vfa{:w~1.:i I 

bb'l..!1t.1~u~ 

(9). fi1';ifl1'Ufl:Wfl1';ibi1i;1.:i?11';i?l'Ub'Vll"l (Information Access Restriction) 1Vi'~1b'LltJfl1';i~.:J.Q 
' 

(9).(9) ~~bbm~'U'U (Administrator) ~mn1vt'Ll~1Vi'mi.:i1tJ~bi1fi.:id~'U'UfleJ:wYl1b~e:i{ bbr;:i~ d~'U'U 
'IJ'IJ 'IJ . . 

?11';i?l'Ub 'Vll"1~1'tJbfl~'iJ~1 tJ.f11 tJ'U'iJ fl 1 Vt'-r'U?i.:ioif e:i:wr;:i ~1'U bfl ~'iJ~1 ti?i1'U ~1 b?lrie:itJ (Virtual Private 
'IJ 

Network : VPN) 

(9).~ fi1';ifl1'Ufl:Wfl1';ibi1i;1.:i'lJe:i.:i~-ru~1.:i (Outsource) ';i1tJf;l~ bBtJ~U';i1flnm:w.f11flt:-J'U1 fl 
' 'IJ d.J 

~- d~'U'U fle:i:wY11 b~e:i{bbf;l~';i~'U'U?l1';i?l'U b 'Vll"lzj.:i 11 ~e:i fl1 ';j';j'lJ fl1'U iJt:-Jr;:i m~'Vl'U bbr;:i ~iJ fl11:w~1 fi'rum~e:i m:w 
"''" 

?ltJ'U?l'U'U'U~fl1';i?l'lJ.f11'W 1 Vi'~hb 'Ll'U fl1';j ~.:id 
' ' 

. r{ Q.I ;;: 

e:i.:iflm ~.:i'U 

~.(9).(9) ';i~'U'Ufl1';i'U~Vl1';i'<il~mdfl11:W&t'Ufl.:JUr;:ie:i~ilmbr;:i~bfl~e:i~1t1 1~bbn ';i~'U'U Antivirus, d~'U'U 
Backup System, ';i~'U'U Domain Name Server, ';i~'U'U Dynamic Host Configuration 

Protocol, ';i~'U'U Network Management, ';i~'U'U Network Monitoring bbf;l ~';i~'U'U 

~.@).~ ';i~'U'Ufl1';i'U~Vl1';ifl1';ib~'Ufl1';ifli;l.:imfl-r~?f';i~'U'U~b~fl'Vl';i'iJ'Llfl~ (GFMIS) 
"''" 

h~ ';i~'U'Ufle:i:wY11 b~eJ{bbf;l~';i~'U'U?l1';i?ltJb 'Vll"l zj.:i11~eJfl1';j';j'lJfl1'U :iJt:-Jr;:i m~'Vl'U bbr;:i~i'lfl11:wG'11fi'ru?1.:i~e:i 
.. "''IJ 

m:w?l'Ll'U?l'U'U'U ~ fl1';i?l'll m w &1 e:i.:i hl-r'U fl1';i&\ ~ ~ .:J'U'U bfl ~e:i.:i fl e:i:wY11 b ~e:i{ bb:i.l~1 mbti Ae:i e:i fl"OJ1 m ~ 'U'U 
' ' 

V I 2J' I 

h m ~ ~ bbf;l d~'U'U ~ e:i.:i bb Li .:ilil'U vM 1vi-r'U fl 1 ';i&\ ~ ~ .:i bfl ~e:i.:i fl e:i:w Y11b~e:i1bb:i.l~1ti~1:w d~ ~'Um 1:w ~1 fr ru bbf;l~ 
'IJ'IJ ., 

fl11:wtJr;:ie:i~il ti'll'iJ.:!';i~'U'UfleJ:wY11 b~e:ifar;:i~';i~'U'U?l1';i?l'Ub 'VI l"lzj.:i 11 ~e:i fl1';j';j'lJ fl1'Ll :iJt:-J r;:i m~'Vl'U bbr;:i ~n 

m1:wG'11 fi'ru?l.:i ~e:i m:w?ltJ'U?ltJ'U'U~m ';i?l'lJ mw b ~e:ifl1'U fl:W?lmw bb 1 ~f{ e:i:w 1~ ti bu w1~ vcu "I "I q 



iv.cs: m~1oif,nub\Pl~m\Ple:i~'W1b~e:i{m1~~i.Jmru~e:i?11~b\Pl~eJ'U~i.J5tl'&J,nu"t11flrnCJ'UeJflmfi'm (Mobile 

Computing And Teleworking) b ~e:i b .LJ1fi-:i~~'U'U\PleJ~'W1b~eJ{bbr;'l~~~'U'U?l1~?l'UbVl1'31zj-:i 11~e:im~ 

~um'Uiit:-.Jr;:i m~viu bbr;:i~:\J m1~6111°lru?1-:i ~ e:ie:i-:i ~m ~e:i'1 b .V1fi'11 'U?l m'U ~~ii \Pl11~i.Jr;:i eJ(?!Jl CJ bbr;'l~ ~ m 
"''U ' 

cs:. m~i.Jnu~'11'U"tliflrnCJ'UeJflVIU1CJ'11'U (Teleworking) r\'1V1'U(?I ~'1.Q . 

cs'..<9l 0-li''11'U~eJ'1i.J5iJ&lm~Vlm(?I <9l bb'U1i.J5iJ~ .Ve:i <9l fl1~\Pl1'Uf)~fl1~boV1fi'1?11~?l'UbVll'31 (Information 

Access Restriction) 

cs:. iv bd e:i b-V1fi '1~ ~uul"le:i~-w1 b~e:i1 bbr;'l~~~uu?11~?1'U b vi mb~1 en .u '11'U ~ e:i'l~~ir (?\~~1 '11:W1 vr m:W:W ~'J'U 
'U 'U 



.cl 
'Vi3J'J~'VI ~ 

m1~m~1\Pl'J13J'l.Jm1~.flti~1'L!oii'ei:1Jf;'lbbf;'l~i;l11ei..:ioii'ei:1Jf;'l (Database Security and Backup) 

1'l'lt1U1~~..:if'i • 
b ~eJ ~ \91vl1';i~'U'UG11'HJ.:J'LJeJ-!l';i~'U'U ?11'HfU b Vl~1VleJ81'U?l.fl1'\l'fl"l~eJ:W1'/f .:i1'U fa tJ fl1 ';iG11';ieJ-!loV eJ:Wr;:J 

'U 'U 

?11 ';i ?l'U b Vl ~ bb r;:J ~fl 1 ';in~ 'U oV el:Wr;:J ?11 ';i?\'U b Vl ~ bbr;:J ~ fl1 ';i~ \91vl 1 bbt:-J 'U'U ~VI 1';i fld 1:W~eJb~el-!!1'Ll?I.fl11~lflfl\91~1 'U 
<u <u "I 

?11';i?l'Ub vi ~'LJ m m:w?i11'U?l'Ll'Ll'U~fl1';i?l'LJ.fl 1'1"l zj .:i 1~11:w fl1';j'l.J ~Vl1';i\P111:w b~ ti.:i ~1'W?l1 ';i?l'Ub vi~ fl1';j b\91 ~tJ:w m1:w 
' ' 

'l"l~eJ:WQ flb~'U bbr;'l ~fl1';j'l.J~V11';if\d 1:W ~m ~ m 1 'Ll?l.f111 ~1 flfl \91~ 1'U?\1';i?\'U b Vl ~ bbr;'l~ fl1 ';j~1';ieJ-!loV eJ:Wr;'lbbr;'l ~ n~'Ll 
'l gl 'U 'U 

.Vm.Jr;:i?l1';i?l'Wb vi~11~1CJ bb~1 b~eJ 1Vf?11:w1';it1'\.Jlj'l'J~.:i1'U\911:W.fl1';ifh11~e:i 81.:i~e:i b ~e:i.:i bb~J1 'Ll?l.n11~1fl~\91vt~el 
b Vl\91 fl1';iruQ fl b~'U~1-!I ., bbr;'l~?\1:!J1';if;1 n~'U';i~'U'U?\1 ';i?\'Ub vi~1~m CJ 1 'W';i~ tJ~ b 1(;11~ b Vl:w1~?1:W bbr;'l ~?11:\.J1';if;11 oif .:i1'U 

<i " I 'U 

?11';i?l'Wb vi~1~el 81.:i ~m ~e:i.:i 
'LI btJ'U1tJ 

®· ~Iii 1';if1!1fl\91 b~elfld~'U'U?ll ';i?\'Ub Vl~~b Vl:w1~?1:W 1'Llfl1';j~\91vl1';i~'U'UG11';iel-!I 1 Vlel CJ b 'U?l.f11'\"l'l"l~el :w 1 oif ..:i1'U 
'U 

b ~el 1 Vfmmdm .V1~.:J?11';i?l'UbV1~1~mm.lfl~e:i81.:i~ m ~m bbr;:J~~m'IJ-ruth.:i bbt:-J'Ll~.:i fl~111 Vf ?11m';it1 
' 

LJ-r'U 1 m~el81.:ib vtm~?l:w bbr;'l~?\eJ(?lfl~e:i.:in'l.Jm';j 1 .if.:i1'Um:wmdnlil 

bb u -;iu!J u~ 
~1u-vi CO) m1~n~1m13J'l.Jf;'lei~.flmnuoilei3.1~ 

... 'U 

®· ~\91bb~';i~'U'Ulil~~m~\91vl1fl1';i~1';ieJ.:J'LJeJ.:J';j~'l.J'U?l1';i?l'WbV1~1\91ti:W.ff'Ll\91eJ'Ll ~.:id 
'U'U 

®·® ~\91bbm~'U'U~\91b\9i~ti:we:i'\.Jrnru~l\l1b.Uu~1vt-r'Um';i~1de:i.:i.Ve:i:w~ bb~~mdn~'UoLJ'el:w~m';i?i'Ubvi~ 
'U'U Cj 'U 'U 'U 

®.kl n1vt'Ll\91';i'\.Jm';i~1dmoLJ'el:w~';i~'U'U?11';i?l'LlbVl~ ~.:id 
'U 'U 

®· h® fl(?lb~eJfld~'U'U?\1';i?\'Ub vi~1 'Llfl1';ii:11';iel.:JoLJel~~ 

®.hkl n1V1'U\91~'1Jbb'U'Ufl1';ii:11';iel.:JoVe:i~r;:i boii'U bU'l"l1~~1'Ll~nfl1';ib~:W~'Ll:W1 (Incremental 

Backup) bb'U'U?l:W\j';iru (Full Backup) 

®· h m n1Vl'U\91fl11:W m 'Ufl1';i~1 ';jeJ.:JoLJel:W~ \911:Wfl11:W b Vim ~?l:W'LJeJ.:J';j~'l.J'U ?\1';i?\'Ub Vl ~ 
'U 

!U' 0 ..:::i. 0 ii d 
®.m t:-J\91bbm~'U'U\911b'Ll'Ufl1';i?ll';iel-!l'LJeJ.:J';i~'U'U?l1';i?l'UbVl~ \911:W'LJelVl ®.kl 

'U'U 

kl. ~\91bb~';i~'U'U~e:i.:i:Wmdvi\9l?lel'U?l.f11'1"l'l"l~e:i:w1-d.:i1'U'LJeJ.:J';j~'l.J'U?l1';i?l'WbV1~~~1del-!!H e:i81.:iile:in~e:iti~~ cto 'LJeJ-!! 
'U'U . 

d~'U'U~nel8 b\91CJe:i81.:i.We:iCJ b b~e:i'U/fl~.:i 
'U 

m. fl~:Wb Vlfl b 'U 1~~?\1';i?\'UbV1~1911biJ'Ufl1';i~\91vl1 bbt:-J'U'U~V11';ifl11:W~eJ b ~el.:i1 'U?l.f111~lfl~ \91~1'U?ll';i?\'Ub Vl~'LJel-!I 
m:w?i11'U?l'U'U'U~fl1';i?\'LJ.f11'\"l b ~eJ 1 Vl?l1:l.J1';if;11oif.:i1'U?l1';i?\'Ub Vl ~1~\911:W'IJ fl~el81.:i ~m ~eJ-!! b\91CJn1Vl'U\911 Vf 

' ' 
LJ-r'U'\.J';i.:Jbbt:-J'U~-!lfl~11Vlfl ® tJ 

' ' 
cs'.. nm';iVJ'UVl'd'U';i~'U'U?ll';i?\'UbVl~1'Wfl1';i';j~'l.J'U~1';ieJ-!I e:i81.:i'Lle:itill~~ ® fl~-!! 
er. b ~ 1'LJ eJ-!j';j~'l.J'U ~e:i.:il911b iJ'U fl1';in1Vl'U\91?lVl~bb~~fl11:W~1 flill'LJeJ-!loLJel:W~ bb~ ~~1'UoLJ el:W~~1~-r'U:w eJ'UVl:w1tJ1 Vl\91 bb~ 

rv 9..1 d.9 'U 'U 

er.® ~\91v\'1L'Jru~~1'U.Ve:i:w~ m';il\l1 bb'Uflfl~:wvi{'l"JCJ1m'LJm';j~'l.J'UVl~elm';iv\'1.:i1ii 1\91ti1 Vf n1Vl'Ll\91fl~:wm oif .:i1'U 
v d.S 'U 'l 'l 'U 



cf.~ r\' 1Vl'W~ bfltu6Vl1 'Wfl1'HJ'U tu1\911 VI b oLJ1~ \lfl1'.i 1 otl\11'W?l1'J?l'Wb Vl I'll ~b~tJ1oLJ€1\lfl'U fl1'.i€l'Utu1\91fl1'.ir\'1Vl'W~ 
'I v q v ., 

~ ~ ~ 0 Q.J q 

?IV15 Vl'.i€lfl1'.ill€l'U€11'W1"\l ~\!'LI 

cf.®.<9> n1V1'U~~V1~'1Jei\lm otl\11'Wbb~61~fl~ll~b~m-rrei\I 
'U ' 

,, ,, 
- ?l'.i1\1'1J€lll61 

'U 

- 1'.1ei'W-LJ'eill61 
'U 

- bbm'IJ 

- eJ'U:W'~ 
' 

- hJiJ~vi5 

cf.~-~ r\'1V1'W~ bnrusv! m'.i'.i~.r'U~vi5 m'.illei'U mm"\! 1 VI b ll'WhJ \911llm'.iti~V11'.i~ ~ m'.im'.ib .LJ1fi\1'1lm 

eJloli\11'W (User Access Management) ~1~n1V!'W~11 
cf.~.m m oti\11'W~~mm'.ib .LJ11 oti\11'U'.i~uum'.i?1'Wbvil'll'1Jei\IV1tb tJ\11'U"\1~($1ei\1'1lei ei'Uru1 \91 b ll'Wm mr mm1 

'U '., 

er fl'M'.ibb61~1~·fo fl1'.i~"\11'.itu1€l'Wtu1\911\l1 flvt1Vlif1Vl1..h tJ\11'WVl~€1 ~~ bbm~u'U~1~-rul! €l'UV!ll1 tJ 
q v 'll 'll 

cf. m i'W \91€l'Wu l]u~ b ~ei m'.il{) ~ bfl'UoLJ€1~61 
cf.m.<9> ~~bbli\lu'.i~ b.flVJ'llei\loLJ'eil.161 1~ mbli\leieimll'W 

'U 

(<9>) oLJeJl.161?11'.i?l'Wb vi l'll~1'Wfl1'.i'U~Vl1'.i b°1i'W -LJ'eil!61'W btJ'U1 tJ -LJ'eil.161 tJV151'lll?I \9\fo61 ~ f11-ru '.ieJ \I 
'ti '\I cu 'I 

-LJ'eil!61u flm m -LJ'eil.161\luu '.i~l!1rum'.ib~'Wbb61 ~uru~ b tl'W($1 'LI 
'U q 'U v . 

(~) -LJ'eil.161?11'.i?l'Wb vi I'll ~1'Wm Vlu ~m'.i\911l! m'.in"\l b °1i'W -fl' eil.161~-ruu~m'.i -LJ'eil.161 ?lm'W'V'J m'U161 
'U cu 'll cu 

oLJ'eil!61mm?1~fl'.i?11n1'.iru?1'1J'lh~"il1wJu1'W (ei?1l!J bll'W~'W 
'U ' 'U 

cf.m.~ ~~bbU\l'.i~\11'Ufl11l!6'111°lru'IJ€1\loLJ€Jll61 eieimll'W m '.i~~'U ~€1 
., 'U 

(<9>) oLJ€lll61~iJ'.i~ \11u m1l!6'111°lrum n~?I~ 
'U ., ' 

(~) oLJ€lll61~iJ'.i~\11u m1l!6'111°1 ruu1'Unm\I 
'U ., 

( m) oLJ€lll61~iJ'.i~ \11u fl11l!6'111°lruii'ei tJ 
'U ., ., 

CV IOCl.IQJ CU V 

cf.m.m "\l~bb'U\1611~'U61J'Wf111ll61'U'IJ€1\1'1J€lll61 
'U 

(<9>) -LJ'eil161i;Zu~?1~ VlmtJ~\I mmtl~b(:.JtJ~\IVlll~Vl~ei b .WtJ\lu1\l?i1'W"\l ~n ei 1 Vlbn~ m1l! b~tJV11 tJ 
'U ' 

' ,, "" 
€ltJ1\l'.i1tJbb '.i\!Vl?I~ 

' 
(~) oLJ€lll61i;lumn VlllltJ~\I Vl1flbtl~ b(:.JtJ~\IVlll~Vl~m .WtJ\l'U1\l?i1'W"\l~ nei 1 Vlbn~ fl11llb~tJVl1 tJ 

'U 

' ,, 
€ltJ1\l'.i1tJbb'.i\I 

(m) -LJ'eil!61i;lu VlmtJfi\I V11n btl~ b(:.J tJ~\IVlll~Vl~m -WtJ\IU1\l?i1'U"\l~nei 1 Vlbn~ m1m~tJV11tJ 
'U 

(~) -LJ'eil!61vi'11u VlmtJ~\I oLJ'eil!61~?11m'.imll~b(:.JtJV1~m(:.Jmb'V'J~vi'11u1\i1 
'U 'U ., 

Q.J I Q.I CV 2.1 d 

cf.m.~ "\l~bb'U\l'.i~~'U61J'Wfl1'.ib'IJ1t1\I 

(<9>) '.i~~u-ffmhV1-r'U~U~V11'.i 
'U 

(~) '.i~~u.&m11V1-rumoli\11'Wvi'11 u 
'U 

( m) '.i~~u-ff m11V1-ru ~ ~ bb61'.i~'U'UV1~€1 ~~1~ll €l'UV!ll1 tJ 
'U'U 'U 

cf. Q1 .cf fl1'.irl1Vl'W~'.i~ tJ ~ b 16111 'Wfl1'.i b oLJ1~\I bb61~ rl1Vl'W~"il 1'W1'W°1i€1\IV11\1~?11ll1'.itl b oLJ1 ~\I 



b. oif mJ;;:i ~11?f1';il;'f1';i?f'Wb'Vl~'Vlm.h~b.fl'Vl1 'Wlii1'WoUeJ:W;;:i~m1~fumd~m~~\Jfl1';iUeJ-:J n'W~ili1'VlTI b.U11 i'Vl~e:i 
'U 'I .;:.s 'U 'U 

~1b'W'Wfl1';i ';i1:W~-:J';i1t.J(;l~b~t.J\91~'W 1 ~"il1b U'W~e:Jml7l';if11';ifmnfl11:wL.J;;:ie:i\9lilt.J 
m1. fl1';iL.Jl)u&lb~t.J1 nuoif e:i~;;:i~ b ll'Wfl11:wi;ru 1 VIL.Ji) u&ll7l 1:w ';i~b 'lJ t.Ju11 ~1 t.J md~m~nm1:wi;ru 'VJ1-:i';i1'1l m d 'V'J. ~. 

®crcs::cs:: bb(;l~bb'W1L.J5u&1m';ifm.,.nm1:w~'Wfl-:iL.J;;:ie:i\9lnt.J~1'W?t1';i?f'Wb'Vl~ Vlm\91~ (9) 

~- m.h tJ-:J1'Wb41'lJ€l-'.llii1'Woife:i:w;;:i ~il~'Vl Tibb(;l~eJ1'WT'il1 'W?f1t.J-:J1'W b U'W~'W':il1';if1!1flf1!?f:WU&l'lJeJ-:J rn-il'-:i1'Wbb(;l ~ 
d:.S 'U 'U 'U 'I 'U 

1 D';ibbfl';i:W~1~foe:i'4~117l1 Vfm~vl1fl1';i1\91 1 nu.Ue:i~mI'W1~17l1:W~'VlTibb(;l~~\911 Viii ';i~'lJ'lJ bb v.l:w;;:i-:iu'WViflb oif1 

e:i e:i m~'lJ'lJ~1'WoLJe:i~;;:i (Log File) fl1';i1 i-:i1'W ~1V1f u ji1'Woif e:i~;;:i\711:wfl11:w "il1 b U'W b~e:JD';i~ bt.J'lltl1 'W fl1';i 

\7l';i1 ':i]?f eJ'lJ fl11:Wf;lfllK e:J-:J'lJeJ-'.Jfl1';j 1 oil'-:J1'W lii1'WoLJ e:i:w;;:i 
~ ~ ~ 

ci. 1'Wmrulii1'Uoife:i:w;;:i~ilfl1';j1 oll~1:Wtl'W';i~VlrJ1-:J~1'W';i1'1lfl1';i Vl~e:Jbb(;l flb L.J~ t.J'W Vl~eJ'lJeJ 1 ioif e:i:W(;l ':il1 fl~1'W';i1'1lfl1';i 
~ ~ ~ 

1 VI~ \9lv11oif e:i \71 fl(;l-:i fl1';i 1 ii e:i:w;;:i V1~e:i~1V1f u fl1';i bb;;:i m L.J~ t.J'W?f 1';i?f'Wb 'Vl l21';i~V111-:iV1tl1 t.J-:i1'W nuV1tl1t.J-:i1'W 
~ 

.fl1t.J'We:Jfl ~-:i~e:i 1 L.J-d 

<i.® n1Vl'W\9l'Wbt.Ju1t.J .ff'Wl7le:i'UL.Jf1u&J bb(;l~JJ1\7l';ilii1'Wb~e:iue:i-:in'W-ife:i:wmb;;:i~~e:iu'WViflie:i:w;;:i~':i)~ilmd'lJ'WcJ1t.J d..J ~ 'U 'U 

Vl~e:i~-:i 1 L.JEJ'-:i~fl?fm'W~Vl~-:i 
ci.® n1V1'W\9IV1u1~ 1°111:wfu ~ \91'1leJ'lJ'lleJ-:J ~~ b~ t.J1oif e:i-:i bb;;:i~.ff 'W\71 e:i'WL.J f1u~1'Wfl1';i1 oll'oif e:i :w;;:i ~1:w n'W Vl~e:i 

~ ~ ~ 

bb;;:imL.J~t.J'Woife:i:w;;:i b°1i'W 15md~-:i mdfo bll'WIK'W 
~ 

ci.bn n1V1'W\9IV1U1~fl11:wfo~\9l'lle:iu 1 'Wm';iue:i-:in'Woif e:i:w;;:i 
~ 

<i.cs:: n 1V1'W \91.ff 'W\71 e:i'WL.J fiu&J ~1 Vl~u \71 ';i1 ':il?f e:iu111fl ';ib u 'W~ ~ -:ioif e:i:w ;;:i bb(;l~ 1 fl';ib ll'W~~uoif e:i :w ;;:i b ~ e:i b ti 'Wm d d..J 'U 'U 'U 'U 

ue:i-:in'Wfl1';iD5b?f'om1:wfu~\9l'lleJ'lJ 

ci.ct fl 1Vl'W \91\0111:W~'lJ ~ \91'1leJ'lJ~1Vlf 'lJ mru~oif e:i:w;;:i ~ bb(;l fl b L.J~ t.J 'Wtl'Wbfl \91 fl1';i?f ru'Vl1 tJ Vl~e:J bfl \91 b VI \71 fl1 ';itU fl11:W 
'U 'U Q.I 'I 

' ,, ...:::i .::!:ii CV !V V 

b?ft.JVl1t.Je:J'W 1 fl'lJ'lJeJ~(;l'W'W 

ci. b n1V1'W\9l~'Vltfl1';iboU1~-:ioife:i~;;:i\711:wm1:w"il1bll'W (Least Privilege) 

ci.ml rl1Vl'W\91JJ1\7l';ilii1'W'Vl1-'.l b'Vlfl'Wriffi -ill 'Wfl1';iboU1~-:ioif e:i:w;;:iV1~€l61leJ'1"11'1 bb1{ -
~ ~ 

ci.~ n1V1'W\9lm\7l';ifl1';i'Wb~'l.'1~1V1fuue:i-:in'Ube:ifl?t1';i oife:i~;;:i 61le:i'l"11'1bb1{ Vl~e:i~'W 1 ~ilm1:w~1A'fll b°1i'W 

~~bb':ilffim'Wfl1';iboLJ1';i~?f (Encryption key) bll'W~'W 

I ct 0 iJ 

~TW'VI kl fl1d~1df:Hl6llel:U%'1 
'U 

®· 1Ke:i-:i'W':il1';iru1rl'\9l b~e:i fl d~uu?t1 ';j?f'Wb 'Vl\21~~1 Aru bb(;l~~ \91vl1';i~'lJu~1 ';je:J-:J~ b Vlm~?f:w 1 Vf e:i~1 'W?f .fl1"V>J"V>J{e:i:w 1-il' 
v ~ 

-:i1'W b\9lm~t.J-:ii;11~um1:w"l11b ll'W:W1fl 1 L.Jt!e:it.J 

®. ~€l-:Jrl1Vl'W\91VltJ1~bb{;l~\0111:Wf'lJ~\91'1leJ'lJ'lJ€l-:Jb41VltJ1ffi'Wfl1';i~1';i€l-'.loLJeJ:W(;l 
~ 

V CV 0 V .::\I dd 0 CV ~ I i.I ~ O d 
bn. \71€1-:J ':ii \91 'Vl1'lJ~'ll';i~'lJ'lJ?i1 ';i?i'Wb 'Vlfll'Vl:W m1:w?J1 fl~'Vl-:JVl:W\91'lJ e:i-:i'Vl'W1 t.J-:J1'W "V>J';ie:J:W'Vl-:J fl1Vl'W \91 d~uu ?i1';i?i'W b 'Vlfll'Vl 

':il~~\9lv11d~uu~1';ie:i-:i bb(;l~~\9lvl1';i~'U'Ubb[;.J'Wbl7l~t.J:w"V>J{e:i:wmruum~'W e:i~1-:it!e:it.Jll;;:i~ (9) fl~-:i • 
cs:'.. ~EMrl1Vl'W\911 vtiJfl1';i~1';ieJ-'.loLJeJ:W(;l'lJ'fM';i~'U'U?f1';i?i'Wb'Vlfllbb~(;l~W'U'U bb(;l~rl1Vl'W\911°111:Wtfl 'Wfl1';i ~1';i€l-'.loLJeJ:W(;l 

~ ~ 

V11m~'U'U 1\91~ilfl1';ibl.J ~t.J'Llbb L.J;;:i-:iue:it.Jn1Vl'Ll\911 Vfilfl11:wtfl 'Ll fl1';i~1';ie:i-:ioif e:i:w;;:i mfl~'Ll fa t.J 1 Vfi115m';i~1';ie:i,:i 
,, ., "-' "" 

'lJeJ:W(;l \91-:J'Ll 
~ 

~ 

cs:'..® n1V1'Ll\9ll.J';j~ b.fl'Vl'llmoife:i:w;;:i~~e:i-:iv11m';i~1';ie:J-:Jbn'U 11 bb;;:i~m1:wITT 'Llfl1';i~1';iEM 
~ 



cs'..~ n1V1'U~j'l.J bb uu f11j~1';ie:i-.:ioLJ'e:i11611 VI b V1m~?111nuoLJ'e:i1161~':il ~vr1m';i~1 ';ie:i-.:i.LJe:i1161 
'U 'U 'U 'U 

cs:'..m u'UVifloLJ'e:i1161~bMcr.ioLJ'e:i-.:inun':ilmj11m';i~1';ie:i-.:i-ii'e:i116111ii'bbn ~i11b u'Umj i''U/b1m zje:i'1J'e:i1161~~1';ie:i-.:i 
'U 'U 'U 'U 

" 
cs:'..cs:'. m1':il?1€l'Ufl1';i~'lfl1~1..:J 1 (Configuration) 6ll€1..:J';i~'U'Ufl1';i~1';i€1..:JoLJ€1d;J61 

cs:'.. cf ~~bnu-ii'e:i1161~~1';ie:i-.:iJ'U1 'U~mnu-ii'e:i1161 1~CJiJmj'iAJ11~zje:iu'U~e:i bnu-ii'e:i1161J'U 1 Vf?11m';imb?l~-.:i t;i-.:i 
~ ~ ~ 

j~uu"IJe:ivJl'l bn1 i''Ll~ nm~~1jm'1J'e:i1161 bb61~~-ru~~'1le:iu 1 'Um';i~1jm'1J'e:i1161 He:i ~1-.:ii~b':il'U 
~ ~ ~ 

cs'.. b ~~ bnu.LJe:i1161~1;'\'1';i€1..:J 11'Ue:ifl?ftn'U~ j~CJ~'Vl1..:J';i~Vll1..:J?ftn'U~~~~bnuoii'e:i1161~1j€J..:J nuV1tl1 CJ..:J1'U~e:i-.:i 
~ ~ 

vl1-.:in'Ub VlCJ-.:i'vrn b ~e:i hJ1 Vf ~-.:it:-J61 m~'Vlu ~e:i-ii'e:i1161~~~ bnu H'Lle:i fl?ltn'U~J'U 1 'Llmru~bn ~Ji'CJ'Wu~ nu 
~ 

VIU1 CJ'l1'U 

cs'.. ITT! i11 b u'U fl1jD e:i-.:i n'U'Vl1'l m CJil1'\'1!€1~1-.:i b V1 CJ'l'\'11 e:i~ e:i?f m'U~~1j€J..:Jm-ti~~ bnu-ii'e:i1161'U e:i fl?f m'U~ 
~ 

cs'..~ 'Vl~?le:iuu'UVifl-ii'e:i1161~1jme:i ~1-.:i?1~1 b?l11e:i b ~e:i \?l';i1':il?le:iu11E'J-.:i1"1-.:i?f1m';iti b '11'1t;i-.:i.LJe:i116111ilm11LJ fl~ 
~ ~ 

cs:'..<i ~~vhi'U\?l e:i'ULJ fiu~~1V1-ru fl1jflfi'UoLJ'e:i1161~ b~ CJV11 CJ':il1fl.LJ e:i1161m~~1 je:i-.:i bnu 11 d.J 'U 'U 'U 

cs:'..®0 \?l ';i1 ':i]G'f e:iu bb61~'Vl ~G'f e:iu LJ j~~'Vl ~n 1'\'11 bb61 ~LJ j~~'Vl~t:-J 616[] e:i-.:ii'U\?le:i 'ULJ fiu~1'Ufl1';i nfi 'U -ii' e:i1161e:i~1-.:i 
~ ~ ~ 

?1~1b?111e:i e:i~1-.:ii!e:iCJll61~ C9J 1"1~-.:i V1~e:i\?11111"11111bV1m~?1111~CJATw-.:it;i-.:il"11111b~CJ-.:i~1-.:i 1 ~':il~bn~~'Ll 
cs:'..C9JC9J n1V1'U~ 1VfiJmj1 off-.:i1'Llm';ib '1J'ij~?foLJ'e:i1161n'LloLJ'e:i1161GZum~~1';ie:i-.:ibnu 11 

~ ~ 

cf. ~m~~v11bbt:-J'Ub\?l~CJ11m 111'\'ll-re:i11mri'fofl b~'U 1 'Ll mru~hJ?11m';itii11 b u'Um';i\il1 CJ15mj 'Vl1..:JB b~fl'Vl';ie:iu fl~ 
' 

b ~e:i 1Vfmm';iti1-li-.:i1'U?f1j?f'Ub 'Vlfl11~\?1111'l.Jfl~e:i~1-.:i~m~e:i-.:i 1~CJ 
' " <::::f 0 2J .c::il V' ~ il.c::il .::::ii i.I Q.I 

cf. C9J 11 fl1jfl1Vf'U~Vl'U1'Vl bb61~1°111ll';i'U t:-J~'1l€J'U6ll€J'l t:-J'Vl bflCJ16ll€J'l'Vl 'l'Vlll ~ 
~ 

cf.~ iJ fl1j'l.J j~ biJ'U1"111m~CJ-.:i~1V1-ruj~tJu~iJ1"111111;'\'1~t11 b V1r;i1J'U bb61~ n1V1'U~m \?ljfl1jb ~€161 ~1"11111 b~ CJ -.:i 

bV1r;i1J'Ll b-ti'U 1vJ~ublJ'Uj~CJ~b1m'Ll1'U 191'l1VI~ bb~'Ll~'U1V11 fl1j'/lll'Ull'l.Jj~Vf1-.:i v111~hJ?11mjmoLJ'1 
' ' 

m 1-lij~uu-.:i1'U 1\il bll'U~'U 

cf. m iJ m';in 1V1'U~.ff 'U\?le:i'ULJ~u&\1 'LI mjfj'fi 'Ll';i~uu?f 1j?f'U b 'Vlfll 

cf.cs'. :n fl1jrl1Vl'U ~.rr'U\?le:i'ULJ fiu~1 'U f11j~1';ie:i-.:i.LJe:i1161 bb61~'Vl~G'fe:iu nfi'UoLJ'e:i1161~~1';ie:i-.:i H d.J 'U 'U 'U 

cf.cf iJ fl1jrl1Vl'U~-tie:i-.:i'Vl1 'l1 'U fl1j~~ ~ €1 nurn Vl'U~fl1 jfl1 CJ'U €1 fl b-ti'U m Vl'U~fl1j bl°1~€161l1CJen1~ bb11 
~ ~ 

"1Je:i9i'll'lbb11 bll'U~'U bde:ibn~b'Vl\?1~1bll'U~':il~~e:i-.:i~~~e:i 
' 

cf. b fl1j?f-r1-.:im111m~V11Yfl Vl~e:i 1Vf1"11111-rbbnb41V1i!1~~~b~ moff mnu.ff m1 e:i'Umj'l.J fiu~ Vl~e:i ~-.:i~ ~e:i-.:i 
~ ~ ~ 

v11 bde:i bn~ b'Vl\?l d-.:i~1'U b ll'U~'U 
' 

b. iJ fl1j'\fl'LJ'Vl1'Ub ~e:i'l.Jfo'l.Jj..:J bbt:-J'Ub\?l~CJ111°11111'\'ll-re:i11mrunfl b~'U~..:Jflr;i111Vl?11m';iti'l.J-ru1 mlile:i ~1..:J b Vlm~G'fll 
' ' 

bb61~?1e:i~l°1~ e:i-.:inu fl1j 1 -li-.:i1'U\?1111n1 jfl':i) e:i ~1-.:iii'e:i CJ ll61 ~ C9J 1"1~-.:i ';i111 t;i-.:i ~e:i-.:iiJm';in1V1'U~V1°l'.i' 1~ bb61~m111 
-ru ~~'1l€J'U6ll e:i-.:iu 1"1611 m61i-.:i~ bb61-ru ~~'ll €J'LJj~'LJ'U?f1j?f'Ub 'Vlf!lj~'LJ'U~1j€J..:J bb61 ~fl1j~~v11 bbt:-J'Ub\?l~CJ11'\'ll~e:i11 ' ~ 

mrunflb~'Ll1'Umru~hl?11m';itii11b'W'Llm';i~bCJi6mj'Vl1-.:iBb~fl'Vlje:JiJfl~ 
' 

t'll. ~miJfl1j'\fl~G'f€1'UG'fil1'\'ll'\'ll-re:i111 -ti'..:J1'U6ll€J..:Jj~'LJ'UG'f1j?f'Ub 'Vlfll j~'LJ'U~1j€J..:J bb61~';i~'U'U bbt:-J'Ub\?l~CJll'\'ll-re:i11 mru 

~flb~'U e:i~1-.:ii!e:iCJU61~ C9J 1°1~..:J Vl~€1\?11111°11111b'Vlm~?fllb~CJA1ti-.:it;i-.:i1"11111b~~M~1-.:i 1 ~':il~bn~~m~e:i1Vf 
j~'LJ'UiJG'fil1'\'ll'\'ll-re:i111 oil'..:J1'U€1 ~ b?l11€1 

~ 





d 
'Vi~'J~'VI m 

nT'a~':i'J'iiJ~B'Ubb!;l~U':i~bil'Wf'l'J1~b~fl\1~1'W~1':i~'Wb'Vlfl (Risk Management) 

b ~e:i 1 Vf :Wm':i°LJ':i~ bilw•rn d.lb~CJ .:i'1Je:i.:i':i~'U 'U?l1':iffLI b 'VI f!1Vl~e:i?Jm'Wm':iru~1 'LI m1d.l~'LI rN oJ~ e:i ~.n CJ~1:iJ~.:i 
°LJ':i~?J.:iri'vt~e:i 1:iJm"il A1~f\~ 1~ bb~~ b ~e:i~':i1"il?le:J'll bb 'LI1'Vl1.:ioJ5u~1 'Wm':im1"il?Je:i'll bb~~oJ':i~ bil'Wm1~ b~ CJ .:i~1'LI 
?11':i?l'Wb 'Vlfll vh 1 Vf~'LI h11'LI 1CJ'll1CJ bb~~bb'W1oJ5u~1 'Wm':i-rm~1f\11dJ~'LIA.:ioJ~e:i~.ilCJ~1'LI?11':i?J'Wb 'Vlfll~n1Vl'LI~ iJ 

m1d.l~'LI A.:ioJ~ e:i ~.n CJ bb~~Vlth CJ.:i1'LI?l1m':it1oJ5u~ ~1d.I 1~e:i ~1.:iiJoJ':i~~'Vl6.fl1'V'J 
'W bCJ'U1CJ 

®. tl1Vl'LI~ 1 VfiJm':i~':i1"il?leJ'Ubb~~oJ':i~bil'Wfl11dJ b~CJ\1~1'LI?l1':i?l'Wb 'Vlfll (Information Security Audit 

and Assessment) e:i~1.:itfe:iCJlJ~~ C9l fl{.:i 

®. m':i~':i1"il?le:J'U bb~ ~oJ':i~ bil'LI f\11d.I b~ CJ.:i ~1'LI?l1 ':i?l'Wb 'Vlf!l"il~~ e:i.:i~ 1b-w'LIm':i1~ CJ er ~':i1"il ?le:J'Ufl 1CJ1 'LI 
'IJ 

Vli.11 CJ-:i1'LI-r~ (Internal Auditor) vt~e:i 1~CJ er ~':i1"il?leJ'llB?l':i~~1'Wfl11dJ~'Wfl'l°LJ~ e:i~.il CJ"il1 flfl1CJ'We:Jfl (External 
~ 'IJ 

Auditor) b ~e:i 1Vfvti.l1CJ-:J1'LI1~'Vl':i1'U~-:J':i~~'llm1d.I b~ CJ-:Jbb~~':i~~'U m1d.l~'Wfl-:J°LJ~e:i~K CJ?l1':i?l'Wb 'VI f!1'1JeJ-:JVli.l1 mn'LI 

bb 'W 1 u ll .u~ 
®· fl1Vl'LI~ 1 Vf:W fl1':i~':i1"il?leJ'Ubb~~oJ':i~ bi1'Wfl11d.lb~CJ-:J~1'LI?l1':i?l'Wb 'Vlfll (Information Security Aud it and 

Assessment) e:i~1-:itfe:iCJlJ~~ C9l fl{-:i 

h tl1Vl'LI~ 1 vr:ner~':i1"il?le:J'U bb~~oJ ':i~b:i'.J'Wm1d.lb~CJ-:J~1'LI?l1':i?l'Wb 'Vlf!l ~-:id 
'IJ 

h® m':i~':i1"iJ?Je:i'll bb~~oJ<jgjb:i'.J'W f\11d.lb~CJ-:i~1'LI?11':i?Jm 'Vlfll°LJ':igj"if 1ll.:i'U°LJ':igjmru 1 Vf \?\'1b'W'Wm':i1~CJ n'G'id.I 
' 

m1"il?le:J'llmCJ1'LI (Internal Auditor) 

h® vt1n:Ufl11d.loJ':igj?J-:iri'~':i1"il?le:i'U bb~~oJ"jgjb:i'.J'Uf\11dJ b~CJ" ~1'LI?l1':i?l'Wb'Vlf!lb:U-:ib'Vlfl'Wfl 1 vr~1b -W'Wm':i 1~CJer 
'IJ 

mT~?leJ'UB?l':i~r.l1'Wf\11dJ~'Wfl'l°LJ~e:i~.ilCJ"il1flfl1CJ'Lie:Jfl (External Auditor) 

m. tl1Vl'LI~ bb 'LI1'Vl1-:J fl1':i~':i1"il ?leJ'Ubb~gjoJ"jgj b:IJ'Wf\11d.I b~CJ-:J ~1'LI ?l1':i?l'Wb 'Vlfll ~.:id 
m.® ~~':i1"il?le:J'U~ e:J-:J~ ~fl1':ivl1':i1 CJ-:J1'LI'V'J~e:Jd.loif e:J b?l'We:J bb 'l.Jgj 1 'LI fl1':i~':i1 "il?le:J'U bb~ gj°LJ':i~ b:i'.J'Uf\11d.I b~ CJ-:J ~1'LI 

'IJ 

?l1':i?l'Wb 'Vlfll 

m. ® fl'G'id.lb'Vlf\ l 'LI 1~fil?11':i?l'Wb'Vlf!l~e:J-:ieJ1'LI1CJm1dJ?l~m flbbner~':i1"il?le:J'U 1 'LI fl1"j~':i1"il?le:J'Uoif e:Jd.1~~~1rlru 
q ~ ~ v 

m.m 1 'Wmru~erm1"il?Je:i'U':il1bll'LI~e:i-:iboif1~-:ioif e:id.1~~1A'ru1Vfn~m'Vlfl1'LI fa film':i?Jm'Vlf!l ?1~1-:i~1b'U1~1'\ll-r'U 
~ ~ v q 

-ile:id.lmr'LI 1~ CJ 1vrer~':i1"iJ?le:i'U1-il-:i1'LI bb~~v11~ 1CJvt~e:i~'ll1~CJVl'LIVl~~':i1 "il?le:i'U b?l~"il Vl~e:ivt1 noJ "j~?J-:iri' 
'IJ 'IJ 

~~ bn'Uoif e:id.l~~'LI bll'Wvt~n~1'LI 1 Vf bb~-:in~d.lb 'Vlf\ 1 'LI fafil?11':i?J'LI b'Vlfll b tJ'WmCJ~n~ruern~':i 
'IJ ~ ' 

m.cs:'.1 'Umrum':i~~ ~-:i bfl~e:i.:irie:i~1'1fl 'Wfl1 ':im1"il?le:J'U°LJ':i~ b:i'.J'LI fl11d.I b~ CJ-:J':i~'ll'll fle:Jd.1~1 b~e:ifo~gj':i~'ll'll 
?l1':i?l'Wb 'Vlfll 1 VlbbCJflm':i~ ~~-:i bfl~m:Ue:ie:ie:in"il1mgj'LJ'\Jm Vi''ll~fl1"j"i]~" Vl~m~'U'llm m 'Wfl1':i~~'LI1bb~ ~ 
tl1Vl'LI~ 1vr~~':i1"il?le:J'U?l1d.11':itlboif1~-:ioif e:id.l~~':i\'1 bU'LI~eJ-:J ~':i1"il?le:J'U 1~bb 'U'UB1'LI1~e:i~1-:i b~CJ1 (Read 

'IJ 'IJ 

Only) 

m.cr ~~':i1"il?le:J'U~e:J-:J bb~-:J f\11d.I b~ CJ-:J bb~~':i~'U f\11d.l':i'Wbb ':i-:J'1Je:J\I bf\~e:J-:Jrie:im m 'LI fl1':i~':i1"il?le:J'U bb~~oJ ':i~b:i'.J'LI 
'IJ ' ' 

d 
f\11d.lb?lCJ-:J 



d 
'lli:1J1~vi cs: 

fl1";i~n'1~1fl11:!JUf;!eJ~.fi'tr~1'Lifl1tl.fl1W ~m'LI~ bbf;l~~.n1mb1~i;le:i:1J 

b ~e:in1vtiam..111?1";if11";j1 'Wf11";ifl1'Ufl:l..lbb~~ueN n'Wf11";j~f1~1fl11:!..liJ''Wfl\l'\.Jm:i~.il tJ 1 'Wf11':ib-1i'11 i'l1'Wvt~e:i 
' 

b oV1~\l~'W~1-il'\!1'W1 'Ll':i~'U'U ?f1':i?f'U b 'Vll"l 1~ tJYJ':il1";iill1\?11:!..lfld1:!..l ?f 1ri' ru"lJeJ\leJ'\.J mru ";j~'LJ'Ub 'Vl fl 1 'Ll fa~ 

f11';j 1 -1l'\!1'U';i~'U'U b 'Vlfl 1 'Ll fa~?f1";j?f'Ub 'Vll"l"lJeJ\lvtil1tJ\!1'U 

'LI btltl1tl 

v ' 

rl1V!'U~"1JeJ'U b "lJ\?l f11';j b oV1~\!VleJ\l'\.J5,:r~ f11";jfleJ:l..JYJ1 b\?l e:i{ ':i1:!..l~\l~'U~1 'U f11';j'LJ~V!1";i~ ~ f11';j";j ~'U'U 

bb'LI1t1l)u~ 

@). eJ1f11";j ?ft:n'U~ bb~~~'W~1i''l1'1..\';i~'U'U?f1";i?f'Wb'Vll"l V!:l..11tJ~\l ?ft:n'U~~\lbll'U~~\l"lJeJ\J';j~'LJ'U fleJ:l..JYJ1 bl?leJ{ 

W'U'U bfl~mhtJ vt~m~'U'U?f1':i?f'Wb 'Vll"l~'U 61 ~'LI~ bl?l~tJ:l..l-1JeJ:l..l~~~ btl'UfleJ:l..JYJ1bl?leJ{bb~~e:i'\.J mru~'U~ 
I ~ ' 

'\.Jnu&l\!1'U"1JeJ\l'Uflmm'Vl1\lfleJ:l..JYJ1 bl?leJ{ ";j'J:l..J~\l bfl~eJ\lfleJ:l..JYJ1 b1?1e:i{?i1'W'U flfl~ bb~ ~e:i'\.J mru'\.J";j~ f1eJ'U~ d..J 'I 'I 'I 

~~~\l'\.J';i~~1 rn~V11\!1'U 
i.J ~ I .::::. ~ iJ' .:::::!: Q.J Q.J di 

®. vteJ\lfl1'Liflm~urnfl':ieJ"lJ1tJfleJ:l..l'Vnbl?lm l?leJ\l:l..l~f1~ru~ ~\!'LI 
' 

®. (9) rl1V!'U~ b ll'Ub "1J \?1V!1\!Vl1:!..lb~~"1J1 ~ V!~eJ b "1J \?l'Vl1\!Vl1:!..l bu'\Al1~ 1~ tJ~':il1':if1l1\?11:!..lfld1:i.J?f1 ~t1! bb~1 bb~ mru 

h® ~e:i\l b ll'U~'U~~hi~\le:iti1 'UU~nru~i1f11':i~1'Llb-1i'1-e:ie:in "lleJ.\l'Uflfl~b ll'U~1'U1'Wmf1 
~ ' 

h m -:u~ ~e:i\l hJi1u1 tJvt~e:i~ru~ n~ru~D\l'UeJ f1~\l f11";jlJ";i~Uu?f 1~rue:i~.fl1tJ1 'Ll?f t:n'U~~\lf1~11 
v v ~ 

®.cs'. -:u~l'i'e:i\ltJ~~e:inV!e:i\l b?t:l..lmde:i hii1b-<il'1vt{J1~'\.J";j~~1e:i~vt~e:i bde:i hJ1m -il'\!1'W bb~1 
~ 

®.er 1~e:i'Uru11?11Vf~1tJ";i'\.Jvt~e:iu'UVinm'V'lbfl~eJ'U1 vt11 'Uu~b1ru~\ln~11 b llmJ'W"ll1~ 
' v ~ 

®.ti ~~~'Ll~?f 1vt~um':i?i\l:l..le:iu~~1?1.ilru6l-11~mbtin-:u1nu~n ru~i1'Vl-r'V'lti1m?11':i?t'Ub'Vll"l ~~~Ar b ~e:i 
um n'Uf11";j b-1i'1~\l';i~'U'U ':il1 f1 rnJJ1~-rue:i'Wru1\?l 

~ ' v 

m. f11";jfl1vt'U~U~b 1 ttJ~~e:i\liJf11':i~f1~1 m1:!..liJ''U fl\l'\.J~ e:i~.il ti 

m.<9) i1m':i~1 bb 'W mb~ ~ n1vt'W ~~'LI ~"ll eJ\l';j~ uu b 'Vl fl 1 'W fa~ ?11 ':i?f 'U b 'Vl l"1 ~1\l I e:i ~ 1 \! b vt:l..11 ~?f:l..l b ~ e:i 

-:u~'\.J';j~?f\lfll'Uf11':ib~1";i~1\l fld'Ufl:l..l f11~~f1~1fl11:!..lil''Uf1\l'\.J~e:i~.iltJ?f1';j?f'Wb'Vll"l ':il1f1~~1~1~~'UeJ'Uill1\?l ';j'J:l..J~\l 
'I 'I 9J 'I QI 

umn'Llfl11:!..lb~tivt1ti~'Ll I ~m-:ubn~~'l..!1~ 
cs'.. f11";jfld'Ufl:l..Jf11";jb"lJ1eJeJf1 eJ1fl1':i?ft:n'UVi 

' 
cs'..<9) n1vt'U~~'Vl~m i\!1'U ~i1~'Vl~~1'U b oir1-e:ie:in bb~~6li1\l b 1m~i1~'Vl~1'Llm':i~1m-1f1e:ie:i n 1 'Llbb~~~ 

~ 

"~'Umi\!1'U';i~'U'U,, e:i~1\lotl~b':il'U 
cs'..® m':ib-V1~\lmf11':i"1Je:i\lvttl1ti\!1'U"1Je:i\luflf1~[11ti'Ue:in vt~e:ierm~~~e:i b-<il'1vt{J1~-rn~1m1:!..1'\.J~e:i~.nti ' ~ 

-:u ~ l'i'e:i\!1 Viii f11':ibb~ num~1i";i~i_J1'11 l?l'W"lleJ\li_Jfl flm1'U I b °li'Ll u 1?1 ";i'\.J':i~"1l1"1l'U 1um~t1J11?1.rruzj 
b ll'Lll'i''Ll bb~1v11 f11';j~\Ju'UVi n-1i'e:i:l..l~u l?l':i 1 'Ll?t:l..l ~i.J'WVi n bb~ ~-ru bb uuwe:i {:l..l m':ib off 1e:i e:i n 'V'l~e:i :!..1 nuu l?l ':i ~ 

~ ' ~ 

~~~e:i (Visitor) 1~ti~m~~~e:il'i'e:i\l~~Ul?l";i1 Vlb ~'Ub~'Uotl~l?l~eJ~";i~tJ~ b1m~e:i~.fl1tJ 1 'Llvtii1tJ\!1'U 
~ ~ 



i!Jo 

cs'..r;n 1Vfnm'ju'UYifl1'Llbbr;=t~bdmfl1'jboLJ1-elelfl~'Ll~?f1fi'ru'lle:J-:i~~:i.n~~~el (Visitors) 
v 'U 

cs'..cs'. 'lJ ~,;'Vlm~fo fl 1'j11~1\l~m~ ~u ~'jv1n! rn 1'U 1 VI b ~'U b~'Uo/T~ ~r;:i el~'j~ t.J~ b 1mfl1'jvJ1\l1'U 
'U 

cs'.. er ~~ bfl'lJU'UYiflm'jb oiJ1-elel fl?f 1V1-r'lJ~'U~Vl~elLJ~nru~iJf111J.J?f1fi'qJ b otl'U (Data Center)b tl'U(9)'U 

b ~el 1oifl'Ufl1'j~'j'"J"i)r;1el'lJ1 'Ll~1t.Jvti;r\lb~eliJm1J.J':il1bu'U 
cs'..b ~bbr;'l ~~J.J1~ ~~el 1'Ll~'U~Vl~el'lJ~b1ru~n f111J.J?f 1fi'ru"il'Ufl'j~vi'\I br;1~"ili'Ll.n1'jn"iJ b ~el Del\! n'Ll fl 1'j 

'U 'U v 

r;1ruV11 t.J'llel\l'Vl-r'l"J ~~'UVl~eli'.J m tl'U fl1'jb i1 ~\l'Vl1\I m t.Jm'l"J 1~ tJ hl1~-r'lJ el'U ru1~ 
'U QJ , 'I QJ 

cs'..mJ n fl r;=t 1fl fl1 'jel'U ru1 ~ fl1 'j b oLJ1 ~\I ~'U~Vl~el'lJ~ b 1 ru~n f111J.J?f 1 fi'ru '/Jel\l'lJ f1 f1 r;=t .f11 t.J'U el fl bbr;'l ~~el \In 
'l v v 'I 

b Vl~i;..Jr;:i~ b v:l t.J\l'l"Jel 1 'Llfl1'j boLJ1~\l'lJ~b 1ru~\I fl~11 
' 

cs'..~ r;1~1\lf111J.J~'j~vti!fl 1 Vf ~~:i.n ~~~el"il1flm t.J'Uelm i1h1 'Ufl{) bflru"V1Vl~eloLJelrl1Vl'U\91 ~1\1 '1 ~~m 
tJ5u~'j~Vll1\I~ el~ 1'Ll~'Ll~Vl~el'lJ~b1ru~nm1J.J?f 1fi' qJ 

cs'..ri nm'jfl'"J'lJf1J.Jfl1'jboiJ1~\l~'U~~n.rrelJ.Jr;=t?f1fi'ru~~bn'lJV1~eltJ'j~mr;:ii;..Jr;:iel~ 
'I 'U QJ 'U 

cs'..@o 1Jiel'Llru1~ 1 Vfe'.JLJJiJn"il b i11 tJ1 'Ll~'Ll~Vl~elLJ~n ru~i1f111J.J?f1f1ru b 1mb~1~fLJfl1'jel'Uru1 ~"il1fl~~n 
'I QJ 'U QJ q QJ 'U 

' ' "" ,, 
mmflm'llel\I 

cs'..(9)(9) i1m'j'Wr;1"iltll'l1~'U boti'U m'jHfu~'jbb~~ m'jHfrvfr;1~1'U m'jmbfl'U-6'1 bll'Ul'l'U b~elm'Uf1J.Jfl1'j 
'U ' 

boLJ1-elelfl 1'Ll~'U~Vl~el'lJ~bdru~i1f111J.J?f1f1qJ (Data Center) 

cs'..@t£J ~~ 1 Vin fl1'jl?J bbr;'l bbr;'l ~ b~1'j~1\I fl1'jtJ5u~\11'U'/Jel\l~f1flr;=t.n1t.J'Uelfl1 'Ll'llru~~u5u~\11'U1 'U~'U~ 
.c!:t q ..:::!~ 0 Q.J 

Vf'jel 'lJ 'j bd tu'VlJ.J f111JJ r;11 fl~ 

cs'..@bn -:il\911VfiJm'j'VlLJ'Vl1'U V1~elt.Jm~fl~'Vltm'jboiJ1fi \l~'Ll~V1~el'lJ~b1ru~nm1J.J?f1fi'qJel~1\luelt.JlJr;:i~ (9) fl~\I 
er. 'j~'lJ'lJbbr;=t~f{tJmrum!LJm.~'Ufl1'jvl1\11'U (Supporting Utilities) 

cr.(9) n'j~'lJ'lJr;1i!'lJ r;1'U'U fl1'jvJ1\11'U'/Jel\l'j~'lJ'lJb'Vlfl1 'Ufa~ r;11'jr;1'Ub'Vl131'/Jel\IV!tl'"J t.J\11'U~ b v:l t.J\l 'l"Jel ~elf111J.J 
' 

(9)el\lfl1'j 1 .ff \11'U 1~t.J 1Vln'j~'lJ'lJ~\l~el1 ud 

- 'j~'lJLJ?f1'jel\lm~ bbr;11 'l'll~1 (UPS) 

" 
- 'j~LJLJtJ-rLJmml31 bbr;=t~'j~LJLJf11'lJf1J.Jf111J.J~'U 

' 
cr.t£J 1 VfiJm'j~'j1"iJr;1elLJVl~el'Vl~r;1elLJ'j~LJ'lJr;1i!LJr;1'U'Ub V1~1J'Uel~1\luelt.JlJr;:i~ (9) fl~\I b~el 1Vflf'Llh1~11 

' 
'j~LJLJ'Vl1\11'Ll ~1J.JtJ fl~ bbr;=t ~r;:i \91f111J.J b~t.J\l"il 1 fl fl1'jiKJ.J b vtm 1 'Ll fl1'jvJ1\11'Ll'll el\l'j~LJLJ 

cr.r;n ~~~\l'j~'lJ'lJ bb~\lb~el'U b~mb~\I b~el'Llmru~W'lJLJr;1i!LJr;1'U'Ufl1'jvJ1\11'U.f11t.J1 'UVtel\I Data Center 
' 

vl1 \11'U ~ \91U fl ~VI~ el VI tJ ~ f\1'jvJ1\l 1'U 
' 

b. fl1'jb~'Ur;11t.J1 'I'll r;11t.J~elr;11'j bbr;=t~r;11t.JbflbUr;=t~'U '1 (Cabling Security) 

b.@ V1~m~t.J\lfl1'jb~'Ur;11t.Ji1ruru1rubfl~el~1t.J'llel\IV1tl1t.J\11'Ll1 'U~ fl~ru~~(9)el\1~1m i11 tJ1 'ULJ~nru~n 
v v 

'Uf1flr;'l.f11t.J'Uelflb oil1fi\l 1~ 
' 

b.® 1 Vlnm'j~el t.Jvlelr;11t.Ji1qJ qJ1ru~1\I '1 b~elDel\ltl'Ufl1'j~fl~LJi1qJqJ1ru Vl~el fl1'jl'l\91r;11 t.Ji1qJqJ1 rub ~el 
v111Vfbn~m1m~t.JV11t.J 

b.r;n 1VIb~'Ur;11t.Ji1qJqJ1ru~elm'jbbr;=t~mtJ1 'l'll~1 bbt.J flelelfl "il1fltl'Ll b ~elDel\ltl'U fl1'jbb 'Vl'jflbb61J\I 'j'l.Jfl1'Ll'llel\I 



b.~ vlTU1 CJzjB ~1Vlf'U 6'11CJ~ t1Jt1)1tw bbG'l~'U'W~'\J mrub ~BU B-:J fl'W f\1';i~ ~ ~B~t1J t1)1tw~~ b~'W 
b.ct ~~v11e-'J-:i?11CJ~t1)t1)1tw~B6'11';i~1-:J 11 Vll°l';iLJK1'Wbb61~~fl~B-:i 
b. b ~1b'Ll'Wfl1';i;;\'1';i11\l';i~'U'U6'11 CJ~ruru1tw~'EJ6'11';ivr-:J'\ll:l.J~b ~'El\9l';i11\l'\ll1 f\1';i~~~-:JB'\J mru~ fl~'U~ ruru1ru 

QJ QJ q Q.J Q.J 

1~mrlil'\J';i~?l-:il°l~ 
" 

(;'l). fl1';i'l111-:ifn~1~'\Jmru (Equipment Maintenance) 

(;'l). C9l 1Vti1rl1'\ll'W~fl1';iLJ1';i-:J f fl~1B'\J fl ';itU \911:!.J';i'EJ'U';i~ CJ~ b 1611~ bb 'W~Ll1 b~ CJ~~~ \91'\ll~B ~ ~ ~'<iJ1Vl1.l 1 CJ 
q q 'U 'U 

(;'l/.~ '\J f1u~\911:1.Jr11 bb 'W~L111 'Wfl1';iLJ1';i-:if n~1m:i.J~~~~\9l bb'W~L11 
:'..I ' " 

f,'l/.m ~~ btl'UU'WViflnl\lm';i~f\1';itl1 ';i-:Jf fl~1Bi.Jmru~1Vlf'Ufl1';i 1 Vl'U~fl1';iVlfll°l{-:i b ~'El 1 m 'LI f\1';i\9l';i11\l?IB'U 
' ' ' 

Vl~B'\J';i~ b~'W 1 'Wm CJ'\ll;;r-:J 

(;'l/.~ ~~ btl'UU'WVinUru'Vl1 bb61~oLJB'Ufl'W~B-:J61lmB'\J mru~'W'U b ~B 1 m 'Wf\1';i'\J';i~ b~'Wbb61~'\Jf LJ'\J ';i-:JB'\Jmru 
QJ q 'I. 'I 

~-:Jf\~11 

(;'l).ct 1°11'Ul°l:l.J bb61~6'1B ~?iB-:i~ bbG'l f\1';i'\J f1u~-:J1'W 611 B-:Jrn Vl'U~fl 1';i fl1 CJ'W Bfl~:l.J1vl1 f\1';iLJ1 ';i-:Jf fl ~1 Bi.J fl ';itU 
q 'U d.,J 'U 'I 'I 

fl1CJ1 'W'Vl111 CJ-:J1'W 

f,'l)_ b ~~ 1 Vli1fl1';iB'Wil~~VlBf\1';ib -U1~-:JB'\J mru~i1oLJB:l.J61G'11ri'ru61JB-:J~fo41-:i~b U'Wrn Vl'U~fl1';jl\J1f\i11 CJ'W Bf\ 
'I 'I 'U QJ 'U 'U 

~- fl1';itl1vif'W~~'W61JB-:JVl~1CJ-:J1'WBBfl'WBf\Vl~1CJ-:J1'W (Removal of Property) 

~-C9l 1 VIi1fl1';i61JBB'Wtu1\9ltlB'WL11B'\J f\dtU'\ll~BVlf'W~~'WtY'WBBfl 1 LJ1 i-:J1'W'W'Elfl'Vl1i1M1'W '., ' 
~-~ rl1Vl'W~~f'U ~~'IJB'U 1 'Wfl1';ibl°l ~B'W~1 CJ'\ll~BL11BD f\dtUBB fl'W 'El fl'Vl1.l1 CJ-:J1'W 

" ' 
~-bfl rl1'\ll'W~';i~ CJ~bd61161JB-:J fl1';jL11B'\JmruBBfl 1 m i-:i1'W'W'Elfl'Vl1i1 CJ-:J1'W 

' 
~-~ b~Bi1fl1';iL11Bi.Jmru?i-:i~'W 1VI\9l';i11\l6'1B'Ul16'1B~l°l6i'B-:Jfl'lJ';j~CJ~b1611~B'Wtu1\9lbb61~\9l';i11\J6'1B'Uf\1';i ' '., 

°ll'1';i~ b?f CJVl1 CJ61JB-:JB'\J mru#\'1 CJ 
' ' 

~.er u'WVin.LJ'B:i.JG'lfl1';iL11B'\Jmru61JB-:i'Vl1l1CJ-:i1'WBBfl1 LJ1 i-:i1'W'WBfl'Vl1i1CJ-:i1'W b ~B bm 11b ll'WVl6i'n~1'W 
" ' "" 

U B-:J fl'Wf\1';i?ltu'\ll1 CJ ';i1:l.Jvr-:JU'WVi floLJB:l.JG'l b ~:l.J b~:l.J b~BL11BD mru?f-:i ~'LI 
'U QJ 'U q 

~- f\1';iUB-:Jfl'W~'\Jmruvfli-:i1'WB~'WBfl'Vl1i1CJ-:i1'W (Security of Equipment Off-Premises) 

~-C9l rl1Vl'W~:l.J1\9l ';if\1';il°l11:1.JDG'IB ~.fl CJ b ~BUB-:Jfl'Wl°l11:l.J b~ CJ-:Jl\J1 fl fl1';iL11Bi.J mru'Vl~BVlf'W ~~'W61J B-:J 
' 

Vl111M1'WBBfl1i.J1i-:i1'W b"li'W f\1';ibfl~BU~b'\ll\9lfl'UB'\Jmru bU'W~'W 
' ' ' 

~-~ 1&.J~-:iB'\Jmru'\ll~BVlf'W~~'W61JB-:JVlth CJ-:J1'W 11l 'W~6'1151';itw~ 
' 

~.m b41Vlil1~i11"111:1.Jf'lJ~~'IJB'U~bb61Bi.Jmru'\ll~BVlf'W~~'Wb6'1iJB'WbU'WVlf'W~~'W61JB-:J\9l'WbB-:J 
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®o. fl1';irl1~~B'\Jf\';itUVl~Bf\1';iL11B'\Jf\';itUf\6i''lJ:i.J11i-:i1'WBfll°l{-:i (Secure Disposal or Re-Use of 
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Equipment) 

(9)0.(9) 1V!v11mCJ.LJ'B:l.J61~1rl'ru1 'WBi.JmrunB'W~l\J~ n1~~B'\Jmru~-:i n~11 
'U v q 'I 
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~ v v 
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C9l.C9l ~1b'W'Wfl1'jl'J'j11\J?fel'U Loo File Vl~m1tJ'l1'W"tlel'l'j~'l.J'UUel'lfl'Wfl1'j'l.Jfl'jfl ~'l~vl1fl1'jl'J'j11\J?fel'U~ 
:, ' ' 

~'l~el1tJd 
- ~fl1'j 11\Jii~mflifel m ~tJ-:i 1\91 bb~~ bU'Wfl1'j 11\Jii~tJ'j~ b.fl'Vl 11?lmfl~?f l?l 
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- i;1fl~tw~"tlel-:Jfl1'j 11\Jii~~bfll?l~'W~'jtJ bb'UU~?l1m'jt1fl1\91 b\9111~Vl~el hJ 

~ 
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~ 
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m. ~\?l~:W:W'U1b ~e:i b~ t.l bb '\il~'U 1t1u1t1 bb6l~ bb 'U1'Li5u111 'Ufl1'.if fl~1fl11:W~'Ufl~D6leJ~Jl t.l ~1'U?l1'.i?l'Ub Vlflbb61~6'1~1~ 
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@. b 'l"l8 m V!'W l?l V!'W 1vi m 1~'j'IJt:J1?1'1l 8'U 'lJ 8 \I t:J u 'j"VJ1 'j'j~ l?l 'U ?! \I t:J m 'W 1 CJ fl1'j Vl'd Vl'W 1 b ':\11Vl'W1 vi 
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h b ~8?!tl'U?l'W'W 1 ~fl1'j~1 b il'W\11'W#i'1'W?!1'j?\'Wb Vll"l'll8\18\lrlmb U'W 1 tJ8~1\l~'lh~~vi5rn'l"l ?181?1flG"i'8\I 
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®· d~~u'W1CJu1CJ ~ru~\?1'1l8u 1#i'bbn 
'U 

- ~'U~V!1'j'j~~'U?l\l?ll?l (Chief Executive Office : CEO) 'll8\IV!tl1CJ\11'W 
'U 'U ' 
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?\1'j?\'Wb vimn1?1fl11~ b~CJV!1CJ V!~8eJ'W\9l'j1CJ11?1 ., bbnV1i.11CJ\11'WV!~8~Vl~\lm1?1eYm ~8\1~1':\11nfl11~ I 'U 'U 
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